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Abstract 
Autonomous unmanned aerial vehicles are one of the most important applications in modern 

technology. Otherwise known drones, these vehicles perform a lot of vital missions and sensitive tasks 

in scientific discoveries and agricultural and military applications. Drones that are in a network possess 

the freedom to roam in various directions. The security system of drones plays an important role in 

performing services. In this paper, a hybrid security system is proposed for drones to protect their data. 

This detection system is designed to protect autonomous drones from any attack. The proposed approach 

is implemented in a highway environment scenario. Our experimental results for the security system 

demonstrate that the proposed approach possesses an outstandingly accurate rate for intrusion detection. 

 

Keywords: Unmanned Aerial Vehicle, Drone, Intrusion Detection System, Watchdog Technique, Pathrater 

Technique 
 

 

摘要 自主无人机是现代技术中最重要的应用之一。这些车辆在其他方面也称为无人机，在科学

发现，农业和军事应用中执行许多重要任务和敏感任务。网络中的无人机拥有在各个方向漫游的

自由。无人机的安全系统在执行服务中起着重要作用。本文针对无人机提出了一种混合安全系统

，以保护其数据。该检测系统旨在保护自主无人机免受任何攻击。所提出的方法是在高速公路环

境中实施的。我们针对安全系统的实验结果表明，所提出的方法具有出色的入侵检测准确率。 

关键词: 无人机，无人机，入侵检测系统，看门狗技术，探路者技术 

 

I. INTRODUCTION 
An unmanned aerial vehicle (UAV) is an 

aircraft that flies without any human interaction 

onboard [1], [18], [19]. There are two types of 

flight control in UAVs: autonomous on-board 

computer systems or remotely via a ground 

operator. UAVs are officially referred to as 

drones in modern applications [2]. These vehicles 
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are widely utilized in the civil research field, 

scientific discoveries, and complex military 

missions. However, they are primarily utilized in 

military applications. Device miniaturization, 

communication systems, and computing boards 

play an important role in creating a new 

generation of drones, such as gliders, quad 

copters, and balloons. This UAV was able to 

perform many risky missions that would have 

been to dangerous for human pilots. 

 
Figure 1. Drone 

 

Recently, more civilian applications have 

been initiated for drones. In addition to 

inspection and policing, search and rescue 

operations during natural disasters are considered 

a very important application. In such instances, 

drones require an external communication 

system, whether transmitting, receiving, 

processing or collecting a wide range of control 

data and sensitive information.  

 (UAVs) deal with sensitive data. Depending 

on the mission, this data needs to be secured and 

protected from various types of attacks, fraud, 

and theft in order to achieve integrity, 

authentication, confidentiality, and availability 

[1].  

These challenges have been introduced in this 

context: 

 Supplemented overhead has been 

introduced by UAV communications for 

architecture deployment, reliability, consistency, 

and design. 

 Path planning and UAV 

deployment must be considered due to the energy 

efficiency. 

 Insufficient integration due to the 

structural design of UAV communication. 

 The suffering from the devoted spectrum 

sharing [2]. 

 The mechanisms of security systems can 

be classified as signature-based [3], specification-

based [4], anomaly-based [5], and hybrid-based 

[6]. The integration of two or more security 

methods is called the hybrid-based system, which 

is a robust system that can detect attacks. 

 The intent of this research paper is to 

describe a hybrid security system based on two 

methods: the watchdog and the path rater 

techniques. Both provide an intelligent 

architecture that protects the network by 

effectively detecting malignant nodes and 

substituting a counterfeit route with the true one 

[7]. 

 This paper begins by presenting a general 

overview about the UAV in section I, before 

introducing some challenges concerning UAV 

communication. Section II presents the 

background of works related to our subject. 

Section III presents some abbreviated 

information about drone communication systems, 

while section IV explains the methodology of this 

work. In section VI, we discuss the experimental 

results of this paper. Section VII continues this 

discussion. Finally, section VIII offers a 

conclusion and suggestions for the direction for 

future work. 

  

 II. Literature Review 

 Many researchers focus on the intrusion 

detection problem by addressing the security 

aspects of UAVs. Several attacks have been 

studied, and some of the research is summarized 

below. 

 M. Ali et al. [8] defined the drone 

identification in which each drone has a special 

code generated by the spreading method. Because 

of this system, any drone that does not stratify the 

Drone Identification (DID) is not allowed to fly 

as it is an unauthenticated drone. The proposed 

method is based on various parameters, such as 

the country code, the date, and the serial number 

of the drone. The proposed method is useful in 

the IoT environment with large number of robots. 

 M. Ali et al. [10] presented a hybrid 

intrusion detection system by merging the 

misuse-based intrusion detection system with the 

anomaly-based intrusion detection system, 

resulting in the Network Traffic Anomaly 

Detection (NETAD) and the Packet Header 

Anomaly Detection (PHAD). They then use 

Massachusetts Institute of Technology (MIT) 

Lincoln Laboratories network traffic data 

(Intrusion Detection Evaluation dataset 

(IDEVAL)) to evaluate this system, which can 

compare the number of attacks detected by the 

hybrid intrusion detection system to those found 

by the misuse-based intrusion detection system. 

P. Nishant et al. [12] used an attacker node as 

the initial phase in the ad hoc on-demand 

distance vector (AODV) routing protocol in the 
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vehicular ad hoc network (VANET) and then 

evaluated the malignant node using the watchdog 

intrusion detection system as a second phase. The 

Bayesian network theory has been used to deny 

the attacker node any access to communication 

with other neighbor nodes. The solution has been 

implemented for the malignant node and some 

attacks such as the grey hole and the black hole 

for the AODVs. 

N. Soganile et al. [13] studied the weak points 

of the mobile ad hoc network (MANET) and 

focused on the black hole attacks, their types, and 

their effects on the MANET. The authors discuss 

the detection of the black hole attacks by the 

radical path rater and the watchdog algorithms. 

The proposed algorithms are an extension of the 

watchdog-path rater algorithm, which has been 

designed to detect the intrusion by finding it and 

issuing an ultimatum to the next node to make 

sure that malignant nodes will be determined 

within the entire MANET.  

Z. Ruohao et al. [14] used the robust 

controller and spectral traffic analysis to create a 

hybrid method based on the behavior of user 

datagram protocol and transmission control 

protocol. The first step in this method involved a 

statistical signature that tracked down a set of 

signatures, the model then being selected 

according to various signatures based on some 

types of intrusions that were produced in the 

network. A specific controller is chosen from 

among a collection of models. 

Our work is distinct from that of the others as 

it depends on artificial intelligence for designing 

the intrusion detection system in the network 

layer; this is much easier and also employs the 

control system at the data link layer. 

 

III. DRONE COMMUNICATION 

SYSTEMS 
Unmanned aerial vehicles (UAVs) consist of 

different fundamental components that perform 

specific objectives consistently, but the 

communication system is the most important 

component for helping UAVs and their operators 

to obtain the desired results. It is impossible to 

collect and transmit communications data without 

communication systems. Because of their strong 

communication links, weights, small sizes, and 

low power consumption, these systems provide 

the most appropriate solutions for civilian drones. 

The systems operate on 2.4 GHz and 5.8 GHz 

frequencies. One frequency has been used by the 

UAV communication system for controlling 

drones from the ground; the other frequency is 

used to shift first-person view (FPV) videos [9]. 

To obtain real-time data on the UAVs, these 

systems communicate with the ground control 

systems wirelessly, which can achieve security 

and navigation safety for the drones and monitor 

immediate live videos from drone cameras. 

Figure 2. Drone communication system [10] 
 

There are different types of ground control 

systems (GCS) in smartphones and desktop 

configurations, and the desktop GCS is better 

than the smartphone one. An efficient 

deployment strategy is required for the 

communication between the drone and the 

controller, which can be performed by either: 

 Networks—initiated bases or ground 

coordinates 

 Host-based or autonomous systems [2]. 

The transmissions to UAVs are supported 

directly by communication links; this allows 

multiple UAVs to share information with a 

ground system. The traffic is also monitored by 

these links between the source and the destination.  

Wireless communication systems are a 

possible option for rapid deployment, trusted, and 

elastic communication links. These systems can 

be divided into two categories. The first includes 

short-range communication technologies, which 

support information that is being transferred from 

several millimeters to a few hundred meters as 

follows: 

 Bluetooth (IEEE 802.15.1) 

 Wi-Fi (IEEE 802.11) 

 ZigBee (IEEE 802.15.4). 

The second category involves long-range 

communication technologies, which support 

information that is being transferred and can be 

classified as follows: 

 Long-Term Evolution (LTE) 

 WiMAX (IEEE 802.16) 

 Satellite Communication (SATCOM) 

 Fifth Generation (5G) [11]. 
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Figure 3. Communication system categories 

 

The most important topics for UAV 

communication systems are information security 

and the protection of data links. Such protection 

can be provided using frequency hopping 

techniques, smart signal processing, error robust 

protocols, and spread spectrum methods [11]. 
 

A. Reactive Routing Protocol (AODV) 

To apply flying ad hoc network (FANET) 

tasks, all controlling processes should be carried 

by UAVs and GCSs. As such, routes between 

nodes are found using adapted routing protocols, 

taking into consideration the specific FANET 

features for ensuring that the communication 

between GCSs and UAVs is effective [12].  

 There are two methods that have been 

proposed for producing routing protocols. The 

first is creating the protocol from scratch by 

deciding on the route authenticity or detection 

and then performing route conservation and 

packet transportation. The second involves 

adopting the current routing protocol [13]. This 

design option has gained more focus because it 

allows the interoperability to stay among the 

sensor nodes and land vehicles when using 

FANETs for improving the communication of the 

land nodes. As a result, there is no protocol for 

implementation that is preferable to other 

protocols [14].  

In fact, the protocols that have been 

mentioned have the same goal because they 

attempt to increase fertility while decreasing the 

packet waste and commanding the upper load and 

end-to-end lateness that result from the same 

protocol. 

 

Figure 4. Routing protocols classification 

 

IV. METHODOLOGY 
In this section, we describe the watchdog and 

the path rater techniques that are used for 

detecting the routing misbehavior and assist 

routing protocols in averting these nodes by 

ignoring them and producing a new path to 

improve throughput [2]. The k-nearest neighbor 

algorithm will also be described in this section. 

 

A. Watchdog  

The watchdog technique uses a high-

confidence, face detection algorithm when it 

implements the detection system on the 

misbehaving nodes. The watchdog nodes monitor 

the local neighbors through messages to reveal 

black hole nodes. The local monitoring can 

reveal, through packet drop and intentional 

packet delay, the modifications on the packet and 

packet forge. Whenever a node sends a data 

packet, the watchdog node proves the validity of 

the following node and then transports the 

packet. All nodes in the transmission range are 

evaluated by the watchdog algorithm. 

 
Figure 5. Drone detection system [15] 

 

The watchdog technique counts the delay time 

of transmitting messages and matches it with the 

value of the threshold if a received message 

packet does not get sent by any node. If the 

threshold value is bigger than the delay time, then 

the watchdog determines the next node as an 

alternative, otherwise, the node is determined as a 

malignant node. Watchdog advertises that the 

node is a sinkhole node and excludes it from the 

packet sending path, only if a node only agrees 

with the watchdog node and does not transmit. 

The sinkhole node can infinitely send and deliver 

packets [9]. 

The watchdog method along with the dynamic 

source routing has an advantage, that is, it can 

reveal misbehavior at the link level as well as at 

the sending level. However, the watchdog cannot 

reveal the mistreated nodes in several cases, such 
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as during collision, partial dropping, transmitter 

collision, and fault mistreatment. The watchdog 

works inconveniently if it knows where the data 

packet must be in the two nodes. As dynamic 

source routing is a source-routing protocol, the 

watchdog can know the data packet position. In 

case that the watchdog does not have the data 

packet position, the data packet will be 

broadcasted to a pseudo node if the watchdog 

was performed on a hop-to-hop routing protocol 

[20]. 

 

B. Pathrater 

Pathrater performs in every node of the 

network; it is responsible for analyzing the 

accuracy of the packet exchange paths by 

selecting the most authentic one. Each node in 

the network performs the estimation for other 

nodes. The Pathrater, according to the path metric, 

simulates the shortest path algorithm when there 

is no reliable information. The path with the 

highest metric is selected if there is more than 

one path for the same destination, contrary to the 

standard dynamic source routing, wherein the 

shortest path of the route stash is chosen. A route 

request would be sent by the Pathrater if it could 

not get a free path of misbehaving nodes.  

Due to everything mentioned, the Watchdog 

and Pathrater techniques would act best when 

paired with the source routing protocol [20]. 

 

C. K-Nearest Neighbor Algorithm 

KNN is a learning method based on instance 

type of object classification, depending on the 

exercising samples in the space of the features. It 

is the easier machine-learning algorithm that 

classifies objects according to the superiority 

polling of their neighbors [21]. It assigns objects 

to their nearest neighbor class and can be utilized 

with statistical schemes to classify the proposed 

intrusion detection system. KNN can also be 

implemented by simply using local information 

to produce an extremely adaptive behavior. 

However, this algorithm requires a great 

computation cost and major distance calculation 

amount. 

 
Figure 6. KNN schematic diagram 

 

The mentioned algorithm has two parameters: 

the first one is the (K) value, which is the number 

of nearest neighbor nodes; the second parameter 

is the cutoff value used for the ruling of 

misbehaving nodes. To choose the correct cutoff 

and (K) values, we will assume that normal nodes 

are (N1) and misbehaving nodes are (N2), in 

which (N1) is bigger than (N2) [16]. 

K-distance function can be calculated by 

dividing the summation of all neighbors in 

Euclidean distance by (K). We can determine the 

suitable (K) value by keeping the normal node K-

distance function as little as possible and the 

misbehaving node K-distance function as big as 

possible. The misbehaving nodes can be 

determined by the difference between the cutoff 

value and the K-distance function. 

 
Figure 7. IDS architecture 

 

D. Data Normalization 

Normalization is a value-regulation process 

that putting data into tabular form for avoiding 

data redundancy. Comparing identical values in 

various data sets is made possible by the 

normalization process. Without normalization, 

data can be misclassified and become difficult to 

compare with other parameters. It has several 

techniques such as: 

- Feature climbing. 

- Variation coefficient. 
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- Standard score. 

- Integrated moment. 

- Studentized overflow. 

 
Figure 8. Data without normalization [17] 

 

Normalization has been used in this research 

to prevent the consequences of misclassification. 

 
Figure 9. Data with normalization [17] 

 

V. EXPERIMENT RESULTS 
The dataset has been used for verifying the 

proposed detection system performance. The 

security system can be classified into two 

behaviors: the first is normal behavior and the 

second is malignant behavior. The accuracy of 

the proposed intrusion detection system (IDS) 

can be measured by the correct data detection 

among all datasets. We can say that the accuracy 

rate is high when there is a low error rate and 

high values of true negative and true positive. 

The accuracy metric equation (1) is used for 

determining the IDS feasibility. 

   (1) 

The measurements are calculated as follows: 

                              (2) 

                               (3) 

                              (4) 

                           (5) 

In which: 

- True negative means attack records as 

attack. 

- True positive means normal records as 

normal. 

- False negative means attack records as 

normal. 

- False positive means normal records as 

attack. 

The (K) value was 4, the testing sample size 

was 3000 records, and the training sample size 

was 5000 records with no misclassification. 

 
Table 1. 

The classification accuracy 

Behavior 
Real 

data 

KNN 

data 

Accuracy 

rate 

Error 

rate 

Normal 2676 2676 100 % 0 % 

Malignant 324 324 100 % 0 % 

 
Table 2. 

The recognition rate 

Alarm type Accuracy Alarm Rate 

True positive 100 % 2676 

True negative 100 % 324 

False-negative 0 % 0 

False-positive 0 % 0 

 

The Elapsed time: 

- First time: 77.355358 seconds. 

- Second time: 81.5329936 seconds. 

- Third time:  75.994409 seconds. 

- Fourth time: 75.650683 seconds. 
 

VI. DISCUSSION 
The security techniques such as the digital 

signature and the encryption are not enough for 

safeguarding systems against many types of 

attacks, for this reason, we proposed our 

intelligent intrusion detection system for 

protecting drones from black hole attacks and 

other types of attacks. The proposed system is 

implementing the following phases: simulation, 

data collection, preprocessing, feature extraction, 

normalization, training, and testing. The results 

show that the system is accurate and efficient by 

defining the normal and malignant nodes with an 

accuracy rate of 100% and an error rate of 0%. 
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The use of the normalization supplies depends on 

flexibility for detecting attacks by increasing the 

detection ratio from 89.20% to 100% and 

decreasing the false alarms from 10.80% to 0% 

within 77.355358 seconds. Due to the mentioned 

results, the proposed system plays an important 

role in identifying and blocking the attacks. 

We compared our system's accuracy and error 

rates with the rates given in [16] for evaluating 

the performance of the proposed system. 

0,00%

20,00%

40,00%

60,00%

80,00%

100,00%

Accuracy
error rate

98,50%

1,50%

100,00%

0,00%

Wenchao proposedFigure 10. Performance metrics 

 

VII. CONCLUSION AND FUTURE 

WORKS 
In this research, we proposed an intelligent 

intrusion detection system based on watchdog 

and pathrater techniques for detecting different 

types of attacks. The K-nearest neighbor 

algorithm is used to design this system for 

training and examining the parameters with the 

extracting features from drones. The 

experimental results show the system is effective 

and accurate by defining the normal and 

malignant behaviors with an accuracy rate of 

100%, which is perfect. In future work we can 

utilize another technique for designing an 

intelligent detection system or perhaps use 

another dataset for evaluating the proposed 

system. 
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