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Abstract

Cryptography is a method used to mask text based on any encryption method, and the
authorized user only can decrypt and read this message. An intruder tried to attack in many
manners to access the communication channel, like impersonating, non-repudiation, denial of
services, modification of data, threatening confidentiality and breaking availability of services.
The high electronic communications between people need to ensure that transactions remain
confidential. Cryptography methods give the best solution to this problem. This paper
proposed a new cryptography method based on Arabic words; this method is done based on
two steps. Where the first step is binary encoding generation used to encode messages
(characters, numbers, and special characters) to binary numbers. Three encoding ideas are
proposed for this reason. At the same time, the second step is used Arabic language words to
represent the obtained binary sequences to achieve the final secret text. The obtained results
exhibited that sending a text containing secret messages in a different language (Arabic) cannot
be suspicious when read.
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1. Introduction

With the coronavirus pandemic, internet user numbers are about 4.93 billion in 2021 [1].
Approximately all the communications between companies, universities, and people were
being transformed online instead of the normal one. Therefore, a secure communication
channel between sender and receiver is very important to protect sensitive data transfer through
the Internet [2]. To keep data from intruders and attackers, these data must be transferred in a
way that cannot for the intruder to access, read, or understand it. This done by using data
cryptography or hiding techniques. Data hiding can used to protect information from the
unauthorized user and provided a high data security [3]. Where the main data hiding goals are
security, authenticity, and data integrity. Data hiding can classify into cryptography and
steganography. Figure 1 shows the classification of protect data.
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Figure -1 Protect data classification

Cryptography is the method that utilized to convert the message into ciphertext that is
unintelligible to unauthorized user [4], this method is done based on some mathematical
procedures, or encrypting principles [5]. Cryptography can classify either stream cipher or
block cipher based on the way to processed data. Stream cipher is processed data using bit by
bit and used a random key to obtained the ciphertext. While, block cipher processes data using
unit of bits, then grouped it to blocks. On another hand, Steganography applied to secure
communication based on information hiding within cover such as video, audio, image, and text
[6]. Where text is the most used to cover communication, because is great used compared to
other media. About 63% of users are used Internet only to send email and message text, 20%
of them are used social media sites, and 50% used internet to making voice and video calls [7].
Arabic Text Steganography is a modern steganography method, the evaluation of Arabic Text
Steganography Methods is listed below [8]:

1. A dot method can boost the invisibility and can be classified as less robust because the
hidden information can be lost if changed the font format. The maximum embedded bits
numbers per position is just two.

2. Diacritics method is enhanced the robustness of the stego text, but secret text is not
encrypted and embedded it in sequence locations. This method has a low invisibility and
both cover text and stego text are not identical. The maximum embedded bits numbers per
position is ranges from one to four.

3. Kashida method is a wide used method which can resist versus copy-paste operation, on
another hand, the drawbacks of this method are the capacity and robustness.

4. Unicode method: this method has a high invisibility. This method can be enhanced by a
copy-paste operation, font format, and OCR.

5. Sharp edges method is obtained a high invisibility, capacity, and robustness. With the adding
of non-sequence embedding.
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6. Integrated method: this method is done by combine more than one method to get better
performance and overcome the previous methods’ limitations.

Arabic language is unique because this language has (28) characters as shown the Table 1.

Table 1- Arabic characters

No. | Latter | Letter pronunciation No. Latter | Letter pronunciation
1 i Alef 15 o= Daa
2 Baa 16 L Taa
3 < Taa 17 L Dhaa
4 < Thaa 18 & Ain
5 z Jeam 19 ¢ Ghain
6 z Haa 20 - Faa
7 z Khaa 21 a Qaaf
8 R Dal 22 4 Kaaf
9 3 Dhal 23 J Lam

10 D Raa 24 B Meam

11 D Zaa 25 O Noon

12 o Sean 26 o Haa

13 o Shean 27 s Waw

14 o= Sad 28 ¢ Yaa

Several researches were proposed in this fields, a DNA symmetric cryptography method was
suggested by Vikram et al. [9] which applied to enhance information security, where their
obtained results proved that this method has a high security level. A new cryptography method
was proposed by Rashid [10] by using DNA Cryptography, RNA, and Amino Acid. The
evaluation was done based on six text files have various sizes. Sajisha and Mathew [11]
proposed an information security method based on advanced encryption standard (AES)
algorithm and DNA steganography. This technique has multilayer security levels. Rismayani
and Susanto [12] proposed a new method to secure files transmission by using AES and DES
methods.

2. Materials and Methods

The proposed text cryptography method is done based on Arabic language characters, where
the proposed method consists of two steps:

The first step: binary encoding generation that used to encode message (characters, numbers,
and special characters) to binary numbers. Three encoding idea is proposed for this reason.
First encoding is done by calculating all possible message values, where characters values are
equal to 52 values, while possible number values is equal to 10 value, and finally special
character values consists of 17 values. The total values are equal to 79 values; therefore, seven
binary numbers can handle and represent all possible values, a random binary number with
seven digits is generating for each possible value. Table 2 show the first binary encoding
method that used to encode all possible message values to binary numbers with length of seven
digits
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Table 2- First binary encoding method

No. Binary Character | No. Binary Character | No. Binary Character
Numbers Numbers Numbers
1 | 0111000 A 28 | 1100001 b 55 | 1010000 2
2 | 1110100 B 29 | 1010110 c 56 | 0101101 3
3 1011111 C 30 | 0001111 d 57 | 1110101 4
4 | 1111001 D 31 | 0101101 e 58 | 0111000 5
5 | 0101011 E 32 | 1010101 f 59 | 0001000 6
6 | 0110000 F 33 | 0001100 g 60 | 1010011 7
7 | 0000010 G 34 | 1110111 h 61 | 0011111 8
8 | 1000010 H 35 | 1010011 i 62 | 1010000 9
9 | 1011100 I 36 | 0110010 j 63 | 1101000 .
10 | 0011111 J 37 | 1111101 k 64 | 0010000 (
11 | 1000100 K 38 | 1100101 I 65 | 0000001 )
12 | 1001111 L 39 | 1000100 m 66 | 0111011 ?
13 | 0100110 M 40 | 1000011 n 67 | 0100000 !
14 | 1000001 N 41 | 1110110 0 68 | 1111000 +
15 | 0010010 @) 42 | 0110011 p 69 | 0000000 -
16 | 1001101 P 43 | 0100110 q 70 | 1000000 /
17 | 1101100 Q 44 | 0111010 r 71 | 1001011 *
18 | 0010100 R 45 | 1101100 S 72 | 0011000 =
19 | 1001110 S 46 | 0101001 t 73 | 1010000 @
20 | 0100101 T 47 | 1000001 u 74 | 1100100 #
21 | 1111001 U 48 | 0100001 v 75 | 1010000 $
22 | 0101100 Vv 49 | 0010110 w 76 | 1110110 %
23 | 1011001 W 50 | 0001000 X 77 | 1001111 N
24 | 0010100 X 51 | 1010011 y 78 | 0010011 &
25 | 0110100 Y 52 | 0101010 z 79 | 1111111 Space
26 | 1110111 Z 53 | 0001100 0
27 | 0101011 a 54 | 0010001 1

Second encoding idea is utilized by reducing binary numbers from seven digits to five digits,
this led to reduce the secret text size. This done by divided message values into three groups
(sets), the first group consist of upper-case characters, while the second group includes the
lower-case characters, and the final group consists of both digits and special characters values.
In this encoding idea, five binary digits are randomly generated to encode three possible values,
each value is belonged to one group. Example: the binary numbers 10001 is represented:
character “A” from first group, character “a” from second group, and “0” from third group. In
order to decide which character is represented by this binary number, i.e. which group is
chosen, each group has its unique binary number that represent this group and this number is
put before characters representation to know the specific character. The binary number that
represented the first group is 00001, while the binary number that represented the second
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group is 00010, and the binary number that represented the third group is 00011. Table 3 show
the second binary encoding method that used to encode all possible message values to binary
numbers with length of five digits.

Table 3- Second binary encoding method

No. Binary 1st 2nd 3rd No. Binary 1st 2nd 3rd
Numbers | Group | Group | Group Numbers | Group | Group | Group
1 10001 A a 0 16 01001 P p +
2 01010 B b 1 17 10100 Q q -
3 10111 C C 2 18 01111 R r /
4 11001 D d 3 19 00100 S S *
5 00101 E e 4 20 11100 T t =
6 10010 F f 5 21 10101 U u @
7 11000 G g 6 22 01110 \ % #
8 10011 H h 7 23 01000 w w $
9 00110 I [ 8 24 10000 X X %
10 01011 J J 9 25 10110 Y y A
11 10100 K Kk . 26 01101 Z z &
12 11010 L I ( 27 00001 Set1l - -
13 01100 M m ) 28 00010 - Set 2 -
14 00111 N n ? 29 00011 - - Set 3
15 11011 O 0 ! 30 11111 Space | Space | Space

Third encoding idea is utilized by reducing possible binary numbers values from 30 values to
20 values, which led to reduce comparison time. This done by divided message values into six
groups, where the upper-case characters are divided into first and second group, while the
lower-case characters are divided into third and fourth group, and finally, the both digits and
special characters values are divided into fifth and sixth group. The encoding is utilized by
using five binary digits are randomly generated to encode six possible values, each value is
belonged to one group. Example: the binary numbers 10010 is represented: character “A” from
first group, character “N” from second group, character “a” from third group, character “n”
from fourth group, number “0” from fifth group, and special character “?”” from the last group.
Same as second encoding method, each group has its unique binary number that represent this
group and this number is put before characters representation to know the specific character.
The binary number that represented the first group, second group, third group, fourth group,
fifth group, and sixth group are equal to 00001, 00010, 00011, 00100, 00101, and 00110
respectively. Table 4 show the third binary encoding method that used to encode all possible
message values to binary numbers with length of five digits.
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Table 4- Third binary encoding method

No. Binary 15t Group | 2" Group | 3" Group | 4" Group | 5" Group &
Numbers Groups

1 10010 A N a n 0 ?
2 10011 B @) b 0 1 !

3 10100 C P C p 2 +
4 | 11010 D Q d q 3 -

5 11011 E R e r 4 /

6 01001 F S f S 5 *
7 10100 G T g t 6 =
8 01111 H U h u 7 @
9 10110 | Vv i \Y 8 #
10 11100 J w j w 9 $
11 10101 K X Kk X : %
12 | 01110 L Y | y ( A
13 01000 M Z m z ) &
14 00001 Set 1 - - - - -
15 00010 - Set 2 - - - -
16 00011 - - Set 3 - - -
17 00100 - - - Set 4 - -
18 00101 - - - - Set5 -
19 00110 - - - - - Set 6
20 11111 Space Space Space Space Space Space

While the second step in the proposed method is using Arabic language characters to represent
the achieved binary sequences from step one to get the final secret text. This done by writing
Arabic paragraph based on binary numbers, this mean represented each binary number with
Arabic word, if the number is “1” then used a word contains odd characters number, and if the
number is “0” then used an Arabic word contains even characters number. Where the used
paragraph is containing understandable sentences and the reader cannot suspicious there is any
secret message inside it.

3. Results and Discussions

To understand the proposed cryptography method steps to encode message, the following
example will explain and highlight these steps and their results. Suppose the plaintext is "This
is my new code P6074"

The binary numbers sequence that achieved from applying first encoding method for previous
plaintext is equal to “010010111101111010011110110011111111010011110110011111111
0001 0010100111111111100001101011010010110111111110101101110110000111101011
01111111 110011010001000000110010100111110101”, Table 5 shows the first encoding
method in details.
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Table 5- First encoding method in details

T h [ S space i S space m
010010 | 111011 | 101001 | 110110 | 111111 | 101001 | 110110 | 111111 | 100010
1 1 1 0 1 1 0 1 0
y space n e w space C 0 d
101001 | 111111 | 100001 | 010110 | 001011 | 111111 | 101011 | 111011 | 000111
1 1 1 1 0 1 0 0 1
e space P 6 0 7 4
010110 | 111111 | 100110 | 000100 | 000110 | 101001 | 111010
1 1 1 0 0 1 1

While, when applying second encoding method, the obtained binary numbers sequence for the
same plaintext is equal to “0000111100000101001100110001001111100110001001111101
1001 0110111110011100101010001111110111110111100100101111110000101001000111
10001000 110011001017, Table 6 shows the second encoding method in details.

Table 6- Second encoding method in details

1%t Group T 2t h [ S space i s
group
00001 11100 00010 |10011| 00110 00100 11111 00110 | 00100
space m y space n e w space c
11111 01100 10110 | 11111 00111 00101 01000 11111 | 10111
st
0 d e space Grloup P | 3"9Group 6 0
11011 11001 00101 | 11111 00001 01001 00011 11000 | 10001
7 4
10011 00101

Finally, when using the third proposing encoding method, the obtained binary numbers
sequence for the same plaintext IS equal to
“0001010100000110111110110001000100111111000111 0110
001000100111111000110100100100011101111100100100100001111011001001110
011111000111010000100100110001100011110111111100010101000010110100100100111
1110117, Table 7 display the third encoding method in details.

Table 7- Third encoding method in details

rd
2nd set T 3rd set h i 4th set s space iet
00010 | 10100 | 00011 01111 10110 00100 | 01001 11111 | 00011
[ 4t set S space 3rd set m 4t get y space
10110 | 00100 | 01001 11111 00011 01001 | 00100 | 01110 | 11111
4t set n 3rd set e 4t set w space | 3" set c
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00100 | 10010 | 00011 11011 00100 11100 | 11111 | 00011 | 10100
4t set 0 3rd set d e space | 2" set P 5t set
00100 | 10011 | 00011 00011 11011 11111 | 00010 10100 | 00101

6 0 7 4
10100 | 10010 | 01111 11011

After that, Arabic language words used to represent the achieved binary sequences to achieved
the final secret text. If the number is “1” then used a word contains odd characters number, and
if the number is “0” then used an Arabic word contains even characters number. The secret text
in this example using the first encoding method is equal to:

Jo cllee Jsl ey cpasl) Liln 3 5a¥) aa) (e Cll 3V 5 i€ 13n L gy 8 Aeaiiiosall bl J5 Alee )
LSLLY g3l 5 paaall s Jibas ) J5 (30 lasi¥) (S i Uiy a5 250l 5 Camaall 5 3y ) 58 e slal
oo 51y ) ) rling Cam sy shat 8 Aslanll 03 5 Jgsl 5 ¢yl Abenll il 0 siall) 5 g sl L s
il glaall J8 5 agin lad ) guall g Dl ghaall Ji 5 and) aguiany J) gl Ao (lisada¥) Lgaa) saaaie Sl cp AN ae
R RV G VSV 8 T J P G ORGP G SN JSVARPS JU WS Y|SB P [ P O LI |

& sasall dpad) Gy il Al ) il 5y ska

4. Conclusion

A new cryptography method is using Arabic words; where this method is utilized based on two
steps. The first step is generated binary encoding methods to encode message into binary
numbers. Three encoding methods is proposed for this reason. First encoding method is done
by calculating all possible message values, while the second encoding method is utilized by
reducing binary numbers from seven digits to five digits, and the third encoding method is
utilized by reducing possible binary numbers values from 30 values to 20 values. Then used
Arabic language words to represent the obtained binary sequences to get the final secret text.
The achieved results showed that the sending text that contain secret message in a different
language (Arabic language) and cannot suspicious when read it.
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