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Abstract:

Both safety and non-safety applications require authentication of messages and
vehicles in cooperative vehicular ad hoc networks. Access control can prevent
external attackers from achieving their goal of breaking or hacking important
information from road side units and self-driving vehicles. However, internal attacks
on vehicular systems and networks remain possible. A novel intelligent intrusion
detection is proposed to secure the external communication system of self-driving
and semi-self-driving vehicles. This system is based on the Integrated Circuit Metric
technology, which has the ability to protect systems using features of the system
itself. The detection system, called the ICMetric-1DS, is based on novel and unique
features, which have been generated from bias values of magnetometer sensors as
well as features which have been extracted from a trace file of simulated vehicle
network traffic. Practical implementation and testing of the system demonstrate the
efficiency in the detection of malicious behaviour.
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