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Abstract:

The emergence of self-driving and semi self-driving vehicles which form vehicular
ad hoc networks (VANETS) has attracted much interest in recent years. However,
VANETSs have some characteristics that make them more vulnerable to potential
attacks when compared to other networks such as wired networks. The
characteristics of VANETs are: an open medium, no traditional security
infrastructure, high mobility and dynamic topology. In this paper, we build an
intelligent intrusion detection system (IDS) for VANETS that uses a Proportional
Overlapping Scores (POS) method to reduce the number of features that are
extracted from the trace file of VANET behavior and used for classification. These
are relevant features that describe the normal or abnormal behavior of vehicles. The
IDS uses Artificial Neural Networks (ANNSs) and fuzzified data to detect black hole
attacks. The IDSs use the features extracted from the trace file as auditable data to
detect the attack. In this paper, we propose hybrid detection (misuse and anomaly)
to detect black holes.
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