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Abstract. The present paper introduces a new method of S-Box construction
which work as a byte-oriented substitution scheme. The S-Box design considers
the core part for the building most block cipher algorithms and play a major role
in generating confusion property. Modern ciphers build with different types of
S-Box of half-byte (nibble of 4-bit) or full-byte 8-bit as lookup tables with
distinct mathematical Boolean functions (BFs). The proposed method generates
the S-box based on multiplications of multiple different affine transforms with
multiple distinct overlapped vectors of 8-bit to achieve high nonlinearity. The
construction of S-box focused on use an irreducible polynomial of order eight
over Galois Field GF (28). The proposed S-box quit similar to the S-box of
Advance Encryption Standard (AES) but with more algebraic complexity and
high non-linearity factor.

Keywords: S-box � Strict Avalanche Criterion (SAC) � Affine transform �
Confusion property � Galois fields GF(28) � Nonlinearity

1 Introduction

Numerous symmetric block ciphers are concentrated on the Shannon definition for the
confusion and diffusion properties. Where the confusion is generated by the substitu-
tion process through complicating the correlation between the ciphering key and the
ciphertext as complex as possible. Whilst the diffusion property distributes the statis-
tical of plaintext along the resultant ciphertext [1]. The confusion and diffusion
properties together increase the cipher complexity over the round transformation via
recursive series of substitutions and permutations processes. The substitution means the
alteration part of bits or word with other different part. Permutation process refers to the
dissipate the sequence of bit regarding to specific arrangement [2].
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To make the plaintext are more sophisticate on the one hand non-consistency it is
need to spread the plaintext along the statistics of structure. The construction of a new
S-box is a necessary issue in designing any secure and robust cryptosystem. Since the
design process may be different form cipher to cipher according to the design process.
Some S-boxes are built randomly and other mathematically as a fixed lookup table or
as a dynamic generation of on-fly method [3]. The designer must realize that the most
important part in the algorithm design is the S-box that provide non-linearity. Also, the
designer must aware that the S-box construction is not only random values or chaotic
numbers. Thus, the design S-boxes can be considered as a mathematical built
according to certain context likewise Boolean functions, affine functions, and non-
linear equations. The block cipher algorithms based on the non-linearity notation to
secure the round transformation [4]. This paper introduces a compact S-box that
focused on algebraic design and shows how it achieves the resistance against the most
well-known attacks. The present design based on several previous published algorithms
that have had a significant impact in terms of internal mathematical design and con-
struction steps which can be viewed in [5–7] respectively.

The proposed S-box contains three levels of affine layering and encapsulated
Boolean polynomial with different non-linear equations XORed with multiple of dis-
tinct vectors that are responsible for confusion generation. The imposed vectors rep-
resent an effective impact on the implementation as well as the protection aspects.

This paper has discussed the general background of the substitution layer and the
rest of paper is organized into following sections. Section 2 states the related works to
the proposed S-box by other researchers. Section 3 introduces the mathematical pre-
liminaries for S-box design and the basic adopted criteria for design strategy. Section 4
includes most popular approaches of S-box construction and the design methodologies.
Section 5 applies the proposed S-box design and the main principles for algebraic
construction. The security analysis and the investigated results can be shown in Sect. 6.
Section 7 Includes the conclusions of this research.

2 Related Works

In this part some related works have been searched and reported by several researchers
with modern methods that are so far related to the proposed method, which will be
discussed in the section.

In 2016, Rodinko et al. [8], they have introduced a new method for generating S-
box with high non-linearity based on appropriate selected criteria. The enhanced
generation method reduces the consuming energy for the generated S-box through the
generating process and gives a reasonable implementation. The improved method
involves minimizing the time checking for the S-box selected criteria through design
process.

In 2017, Alamsyah et al. [9], they have proposed a new cryptographic approach
based on usage a different mathematical irreducible polynomial of m xð Þ = x8 + x6 +
x5 + x + 1 and a distinct constant vector of 8-bit with binary notation (00000001).
The enhanced S-box has been evaluated by numerous effective tests via different
security criteria likewise SAC, BIC nonlinearity and other criteria. The developed
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S-box provides a good security level compared to other popular S-boxes according to
the author’s claim. The resultant tests stated that the developed S-box is bijective and
balance Bolean function.

In 2017, Gomes and Moreno [10], They presented a compact S-box implementation
for Twofish cipher by adopted Altera Quartus Cyclone board. The introduced labor
characterized by less amount of logical circuit design compared with original design.
The main objective behind the design notation is to extend the implementation to a
large scope of applications with Field Programmable Gate Array (FPGA) technique.
The author plans to adopt this work as a part of big project for customizing the
utilization as alternation for the AES cipher.

In 2019, Zahid et al. [11], have been developed a new technique for construction a
modern Substitutes-boxes based on Cubic Fractional Transformation (CFT). The
strength of the intended S-box was evaluated and assessed by several significant cri-
teria. The authors claimed that the present S-box achieves good results and can be used
as a strong S-box for the most modern block cipher algorithms.

3 Mathematical Preliminaries

The present section explains the main notations and comprehensions for the crypto-
graphic mathematical functions. The mathematical guide for the S-box design includes
knowledge some Boolean functions with non-linear equations. The S-box is a critical
part for the SPN structure since it is the only non-linear part in the algorithm’s stages.
A large number of S-Box design methods are available with different mathematical
notations. Some of the popular methods depend on preprocessing approach for the
construction the nonlinear layer. Other methods depend basically on affine transfor-
mations with multiplicative inverse. The S-box of AES cipher is considered as a
benchmark S-box which inspirited by several posterior algorithms. The AES cipher
was adopted a new mathematical idea that focuses on wide trail strategy where each
part has it is own function independently [12]. Thus, the S-box construction comprises
8-bit multiplicative inverse under irreducible polynomial of order eight followed by
8*8 binary affine transform. The calculation of multiplicative inverse on GF 28ð Þ which
requires to be addressed in composite field. An isomorphic mapping function
f xð Þ = x*y with two sides-inverses that is bijective under the set of elements is required
to represent the polynomial. The incoming entry polynomial is multiplied and com-
puted under the multiplicative inverse, thereafter, the affine transform is computed and
the resultant XORed with constant vector [13].

Let S = () a non-linear sub-byte transformation with x� y and the f(i) is a Boolean
function from x variables x1; x2. . .xn . The affine with multiple equations acts as
S xð Þ = A P xð Þð Þ that mapping over the GF 28ð Þ as an x � y S-box of a non-linear
mapping GF 2ð Þnw! GF 2ð Þn . Let w 2 0; 1f gnn 0f g, z 2 0; 1f gm . The XORed
table entry of an S-box S corresponding to w � zð Þ is XOR w; zð Þ ¼ #fx 2 0; 1f gn :
S xð Þ � Sðx� v1g � Sðx� v2g � Sðx� v3g ¼ zg where # is the cardinality in alge-
braic set with multiple affine. The input polynomial for the internal function is mixed
with ciphering key to generate the sub-keys dependent S-boxes. Where each S-box
involves p of 8-bit fixed permutation powered with multiple affine which ultimately
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XORed with specific ciphering key. If the ciphering key with length of 128-bit the key
dependent S-box will be as follows

y0 ¼ s0 A0ð Þ ¼ p1 p2½ ½p3 A½ � XOR s0; 0 XOR s1, v0� �
y1 ¼ s1 A1ð Þ ¼ p1 p2½ ½p3 A½ � XOR s0; 1 XOR s1, v1� �
y2 ¼ s2 A2ð Þ ¼ p1 p2½ ½p3 A½ � XOR s0; 2 XOR s1, v2� �
y3 ¼ s3 A3ð Þ ¼ p1 p2½ ½p3 A½ � XOR s0; 3 XOR s1, v3� �

The S-box construction is built according to different Boolean functions as a bent
function that gives a high nonlinearity for the S-box. Suppose the bent function termed
as S : 0; 1f gn! 0; 1f gm where m for even number can be considered equal to one.
From another perspective, it is simple to produce two functions g(x) and f(x) and proof
these two functions are belong to the same class if g x!� � ¼ ðfðAx + bÞÞ. In case with
two S-boxes the Boolean function will be depicted as S2 xð Þ = B S1 A xð Þ + að Þð Þ + b .
The opposite implementation for the multiple affine transform can be summarized by
the following mathematical formula:

�1y0 = s0 A0ð Þ = p1�1 p2�1
� �

p3�1 A½ � XOR s0,0 XOR s1,0� �
�1y1 = s1 A1ð Þ = p1�1 p2�1

� �
p3�1 A½ � XOR s0,1 XOR s1,1� �

�1y2 = s2 A2ð Þ = p1�1 p2�1
� �

p3�1 A½ � XOR s0,2 XOR s1,2� �
�1y3 = s3 A3ð Þ = p1�1 p2�1

� �
p3�1 A½ � XOR s0,3 XOR s1,3� �

The cryptographic power of any S-box is critically assessment unless it was sat-
isfying the important metrics of S-box design. The most important criteria for the
design black box include the mathematical functions for the S-box built. Thus, good
S-box must be met the essential metrics for the Boolean functions represented by:
bijection, nonlinearity, bit independence criterion, strict avalanche effect, and linear and
differential approximation probabilities [14].

1. Bijection Criteria: is a class of mathematical function that represents two sets
where the element in one set is correspondence to the other element in other set as
one-to-one relation. If the S-box n*n then the relation will be pair of related vectors
one for input vector of n-bit into m-bit of the mirror in out vector.

2. Strict-Avalanche Criterion: is a desirable metric for the measuring the strength of
S-box where small change in input vector propagate with a high change in output
vector reach to half probability change. The design step will need function
dependency on input vector with 50% to have a significant avalanche effect on
output vector.

3. Bit-Independence Criterion: The Bit-independence concept depicts the immunity
of coefficients correlation between the input and output streaming bits. It declares
the extent to which outputs ith and jth string bits are affected and changed inde-
pendently when any change in kth of input bits.

4. Nonlinearity Criterion: The non-linearity property states the strength of the
mathematical function in S-box design against the differential cryptanalysis. It
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prevents the S-box to be mapped linearly from input vector to the output vector. If
the S-box is built with high nonlinearity it will ensure high resistance in a linear
approximation for the bent function and the affine parameters. The nonlinearity is
bounded as an immune procedure against linear cryptanalysis and enhanced the
security margin for the cipher.

5. Balance Criterion: the balance metric is responsible for balance in Boolean vector
where the Boolean function has an equal number of zeros and ones. The importance
of balance criterion is to make the cipher hard in terms of attacks. The balance
property is highly desired metric for the strong S-box, since it ensures that the bent
function cannot be approximated by fixed operations [15, 16].

4 The S-Box Design Methodologies

The power of the cipher design influences by the measure of confusion that generated
in the ciphertext. Thus, the strength of the cryptographic block cipher depends heavily
on the nature of S-Box design and the type of generation approaches.

1. Random S-box: several researchers and designers investigated and searched for
long times to design numerous methods for designing various S-boxes. A large
number of these methods were random S-boxes generation. The random S-box
produces an acceptable security level because it uses a diverse S-boxes per each
key. Random S-box is a method that uses different techniques in generation process
that withstanding against major of cryptanalysis attacks. Randomness principle give
a high computational complexity and has no fixed points of reverse reconstruction
steps. Thus, the random s-box is difficult to exploit from the internal structure since
it depends on various S-boxes of derived-key for each round [17].

2. Random with Testing S-box: Random S-box exhibits a good alternative for the
S-box generation process since it has no subject to the underlying pattern that can be
exploited in cryptanalysis. The random with testing method depends on pre-
selection of the entry input values which have been tested according to different
criteria. The resultant of tested output data selects the data those with good features
and discard those fail to pass the threshold of testing. Random with Testing S-box is
very similar to the random S-box except it contains some pre-computational
operations [18].

3. Human-Base S-box: S-box is generated by a manual method accompanied with
simple mathematical operations this type of design is suitable only for small S-box.
In case of large S-box this method would be lossless and uncompact [19].

4. Mathematical-Base: S-box is generated according to the mathematical base and
algebraic structure. Many researchers have designed and discovered methods for
building new benchmarks of strong S-Boxes and investigate their strength against
some cryptanalysis attacks. such Strict Avalanche Criterion (SAC), Linear Proba-
bility (LP), as Non-linearity (NL), Differential Probability (DP), Bijection and bit
Independence Criterion (BIC), and etc. [20].
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5 The Proposed S-Box Design

The proposed S-box has been designed with multiple mathematical affine equations. It
has put some additional conditions on the non-linear layer of a sub-byte stage that will
enhance the avalanche and completeness comprehensions for the intended S-box. In
addition, the imposed S-box is developed to fulfill the critical criteria of the best strong
ciphers’ structures.

5.1 Non-linear Substitution Transformation

The sub-byte layer will be the most discriminating part of the design strategy, as a
result, its size and construction process significantly influence the whole algorithm. The
S-Box construction contains three affine equations with their convenient vectors. The
construction of the forward S-Box basically depends on the following steps, the first
step by taking the multiplicative inverse of all tables’ of 256 values according to the
new irreducible polynomial. m xð Þ = x8 + x5 + x4 + x3 + x2 + x + 1 . The sec-
ond step applying the first affine (F1) transform and the outcome XORed with the first
constant vector (V1) represented by the value (87) in hex notation as shown in Eq. (1).
After that repeated the process with second affine (F2) transform and the result XORed
with the second constant vector (V2) that is represented by the value (2B) as stated in
Eq. (2). Eventually, repeated the process with third affine (F3) transform and the
outcome makes a bit-wise exclusive-OR with the third constant vector (V3) that rep-
resented by the value (3D) as stated in Eq. (3). as it explained in Table 2.

P         M-inverse(P) mod m(x) where m(x) is an irreducible polynomial. 

– The first affine equation (F1)
– The first Inv-affine equation (F1’)
– The first vector (V1)
– The first Inv-vector (V1’)
– The second affine equation (F2)
– The second Inv-affine equation (F2’)
– The second vector (V2)
– The second Inv-vector (V2’)
– The third affine equation (F3)
– The third Inv-affine equation (F3’)
– The third vector (V3)
– The third Inv-vector (V3’)

Suppose (A), (X) and (M) are 1st, 2nd and 3rd forward Affine matrices respectively
with (8*8) dimension and in another side (B), (Y) and (N) the inverse (Backward)
affine matrices respectively. Let (C), (Z) and (S) forward XORed vectors and (CC),
(ZZ), and (SS) can be considered as the corresponding backward vectors respectively
to make the forward and backward compatible and the whole operations are reversible
as stated in Table 1. All these interrelated matrices and the vectors values have been
computed mathematically and inaccurately.
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Ciphertext Cð Þ ¼ ðF3 F2 F1 Pð Þ � V1ð Þ � V2ð Þ � V3 Þ

Let (V) the entry vector which we want to encrypt it.
A � B ¼ I

X � Y ¼ I

M � N ¼ I
Where (I) is an Identity matrix

Forward Operations: Where F1, F2, and F3 represent the three functions or levels of
affine transform and P1, P2 and P3 refer to the initial entry for the plaintext in each
layer of affine mapping equations respectively.

F1 ¼ A � V½ � � C

¼ AV� C

F2 ¼ X � P1½ � � Z

¼ X � AV� C½ � � Z

¼ XAV� XC� Z

F3 ¼M � P2� S

F3 ¼M � XAV� XC� Z½ � � S

¼ MXAV �MXC �MZ� S

Ex. Let the Input vector b = 13

A � 13� C ¼ B0

¼ B0 � X ¼ EA� Z ¼ C1

¼ C1 �M ¼ D5� S ¼ E8

Table 1. Non-linear affine of transform matrices with their vectors

Polynomial
arrays

Forward
matrix

Backward
matrix

XORed forward
vector

XORed inverse of
backward vector

Affine
Matrix1

A B C CC

Affine
Matrix2

X Y Z ZZ

Affine
Matrix3

M N S SS
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b0

b00
b01
b02
b03
b04
b05
b06
b07

2
66666666664

3
77777777775

¼ A

0 1 0 0 0 1 0 1
1 0 1 0 0 0 1 0
0 1 0 1 0 0 0 1
1 0 1 0 1 0 0 0
0 1 0 1 0 1 0 0
0 0 1 0 1 0 1 0
0 0 0 1 0 1 0 1
1 0 0 0 1 0 1 0

2
66666666664

3
77777777775

� b

b0
b1
b2
b3
b4
b5
b6
b7

2
66666666664

3
77777777775

� C

1
1
1
0
0
0
0
1

2
66666666664

3
77777777775

ð1Þ

b00

b000
b001
b002
b003
b004
b005
b006
b007

2
66666666664

3
77777777775

¼ X

1 0 0 1 1 1 1 0
0 1 0 0 1 1 1 1
1 0 1 0 0 1 1 1
1 1 0 1 0 0 1 1
1 1 1 0 1 0 0 1
1 1 1 1 0 1 0 0
0 1 1 1 1 0 1 0
0 0 1 1 1 1 0 1

2
66666666664

3
77777777775

� b0

b00
b01
b02
b03
b04
b05
b06
b07

2
66666666664

3
77777777775

� Z

1
1
0
1
0
1
0
0

2
66666666664

3
77777777775

ð2Þ

b000

b0000
b0001
b0002
b0003
b0004
b0005
b0006
b0007

2
66666666664

3
77777777775

¼ M

1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1

2
66666666664

3
77777777775

� b00

b000
b001
b002
b003
b004
b005
b006
b007

2
66666666664

3
77777777775

� S

1
0
1
1
1
1
0
0

2
66666666664

3
77777777775

ð3Þ

Table 2. Forward proposed S-box
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5.2 Non-linear Substitution Transformation

The inverse of the proposed S-box is constructed by applying the reverse steps of the
forward procedure. Firstly, mapping the inverse of the third affine transform XORed
with the corresponding Inv-vector that is represented by (73) in hex representation as it
is shown in Eq. (4). Secondly mapping the inverse of the second affine transform
XORed with the corresponding Inv-vector that represented by (F6) as shown in Eq. (5).
Finally, mapped the first affine transform XORed with the corresponding Inv-vector that
represented by (3C) as it is clarified in Eq. (6) and the outcome has taken by the
multiplicative inverse according to the irreducible polynomial and consequently the
backward or InvS-Box as shown in Table 3. The rational clue for the user more constant
vectors is to increase the complexity of the S-box and make it difficult computationally,
in addition, to eliminating any fixed point of tractable computation respectively. The
following are the mathematical proof that represents the backward operations details and
the underlined terms indicate either to a null operation or identity operation.

Backward Operation: where the (F1’, F2’ and F3’) are the three inverse process
or Functions

Plaintext Pð Þ ¼ F10 F20 F30 Pð Þ � V3ð Þ � V2ð Þ � V1ð Þ
F30 ¼ N � MXAV �MXC�MZ� S½ � � SS

¼ NMXAV � NMXC � NMZ� NS� SS

¼ XAV� XC� Z� Null

F20 ¼ Y � XAV� XC� Z½ � � ZZ

¼ YXAV� YXC� YZ� ZZ

AV� C� ¼ Null

F10 ¼ B � AV� C½ � � CC

BAV � BC� CC

¼ V� Null

¼ V! TheOriginal Vectorð Þ
Let the InputVector ¼ E8

N � E8 ¼ B2� SS ¼ C1

¼ C1 � Y ¼ 46� ZZ ¼ B0

¼ B0 � B ¼ 2F� CC ¼ 13

b00

b000
b001
b002
b003
b004
b005
b006
b007

2
66666666664

3
77777777775

¼ N

1 0 0 1 0 1 0 0
0 1 0 0 1 0 1 0
0 0 1 0 0 1 0 1
1 0 0 1 0 0 1 0
0 1 0 0 1 0 0 1
1 0 1 0 0 1 0 0
0 1 0 1 0 0 1 0
0 0 1 0 1 0 0 1

2
66666666664

3
77777777775

� b000

b0000
b0001
b0002
b0003
b0004
b0005
b0006
b0007

2
66666666664

3
77777777775

� SS

1
1
0
0
1
1
1
0

2
66666666664

3
77777777775

ð4Þ
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b0

b00
b01
b02
b03
b04
b05
b06
b07

2
66666666664

3
77777777775

¼ Y

0 0 1 1 0 1 0 0
0 0 0 1 1 0 1 0
0 0 0 0 1 1 0 1
1 0 0 0 0 1 1 0
0 1 0 0 0 0 1 1
1 0 1 0 0 0 0 1
1 1 0 1 0 0 0 0
0 1 1 0 1 0 0 0

2
66666666664

3
77777777775

� b00

b000
b001
b002
b003
b004
b005
b006
b007

2
66666666664

3
77777777775

� ZZ

0
1
1
0
1
1
1
1

2
66666666664

3
77777777775

ð5Þ

b

b0
b1
b2
b3
b4
b5
b6
b7

2
66666666664

3
77777777775

¼ B

0 1 0 1 0 0 0 1
1 0 1 0 1 0 0 0
0 1 0 1 0 1 0 0
0 0 1 0 1 0 1 0
0 0 0 1 0 1 0 1
1 0 0 0 1 0 1 0
0 1 0 0 0 1 0 1
1 0 1 0 0 0 1 0

2
66666666664

3
77777777775

� b0

b00
b01
b02
b03
b04
b05
b06
b07

2
66666666664

3
77777777775

� CC

0
0
1
1
1
1
0
0

2
66666666664

3
77777777775

ð6Þ

6 Security Analysis and Experimental Results

In this section, the main themes will be discussed and the pros and cons of the proposed
S-box will be diagnosed from the point of view of cryptography aspects. The proposed
S-box characterized with an organized internal structure that tends to be balanced and
non-sacrifice. The “balanced term means that the algorithm has an elegant step with the
same execution time in encryption & decryption processes in opposite to the AES cipher
that suffers from some delay in decryption with embedded devices. The modern design
for the non-linear stage or S-box built does not need to construct with three tables in

Table 3. Backward proposed S-box
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forward and the same in backward or to enlarge it with a big size on the account of
memory and the hardware requirements. So the S-Box has been reduced to work only
with one table in encryption and its inverse for decryption and supported by three
correlated affine transforms to defeat the algebraic, interpolation and large range attacks.

We have experimented the construction of S-Boxwith all equations of the irreducible
polynomial (30 equations of degree 8) see ref [21] and there have gotten thirty different
of new S-box tables with their inverses. The designers aware to the idea that the design
process with three affine is equal to that one affine in term of S-box design but in fact, the
design of S-box with three affine gives a completely different of hex-values distribution
map compared with single affine overall 30 irreducible equations. The enhanced S-box is
designed to face and overcomes the linear and differential attacks as well as to consume
the same execution time for encryption and decryption in order to eliminate the timing
attacks and to combat the power analysis attack. The last part in the round transformation
that plays an important role in security strength is the key-dependent S-box algorithm
that is responsible for the sub-keys scheduling, which acts the nerve of the proposed
model and should be kept secret. The Related-key attacks almost not effective (even if
the 299.5 chosen plaintext/cipher text value all the consideration about it still theoretical
entirely and was not from evaluation criteria during the AES selection. The complexity
of the brute force attack is appraised by 2k−1 encryptions. The attacker is unable to
estimate or reconstruct the algebraic equations from the deduced information hence, each
stage built separately and the algebraic attack becomes very hard.

The basic challenges of building steps for the proposed S-box till now, that it has
the same as the AES structure where the encryption and decryption processes do not
completely utilize the self-stages since the inverses of S-box and linear mapping have
to be executed separately. The proposed S-box has been checked by several statistical
analytical tests and exhibited accepted implications. Understanding the strength and
weakness of any algorithm gives a good conception of the algorithm but the evaluation
and assessment of algorithm construction are not easy. Since it includes the algebraic
and statistical analysis and may be the hardware implementation. So many tools have
been developed by companies and individual developers and released on the internet to
use in measuring and evaluating the algorithms according to several important metrics.
But each of these tools gave differentiate results from each other and none of them
provides accurate measurements, thus; there are no uniformly standard criteria in
evaluation and analysis.

The analysis and the assessment of the proposed S-box also comprise the algebraic
characteristics for the internal structure between the suggested S-box and the AES S-
box from several factors for each stage in the round transformation as it is shown in
Table 4. The intended S-box showed great similarities in characteristics and qualities
with S-box of AES cipher but with more complexity and non-linearity criteria.

– The Algebraic Complexity: is the study of the minimum number of operations
sufficient to perform various computations. It can be seen that there are 9 for S-box
and 253 nonzero coefficients involved in algebraic expression for the AES S-box
coefficients, but with the triple affine the count of algebraic raise from 9 to 253 and
the inverse S-box stays 255, which enhances the capability of the S-box so as to
face algebraic attack and interpolation attack.
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– Non-linearity property: refers to the weight of the lowest weight nonzero Hada-
mard coefficient that is equal to the nonlinearity. Therefore, the nonlinearity of the
proposed S-box with the upper bound is 114. Thus. This factor tends to be solid to
defeat the effectively linear cryptanalysis.

– The Differential Uniformity: is a mapping of values for every non-zero input
difference and any output difference with the number of possible inputs that has a
uniform upper bound. Therefore, there are only four values in uniform mapping
form. It is clear that the proposed S-box is differential with 4 uniformity, which
makes the differential cryptanalysis very hard.

7 Conclusions

A new compact and adaptable S-box that based on a new design strategy with multiple
affine transforms has been constructed. The essence of design lies in increasing the
confusion of the algorithm and enhancing the key dependent S-box. The suggested S-
box characterized by high non-linearity and maximize algebraic complexity to
encounter the cryptanalytic attacks. The design scheme is to defeat the linear and
differential attacks and to reinforce the security metric. The proposed S-box has been
tested by different assessment tests according to various irreducible polynomials and it
has been applied an accepted result. Finally, the proposed S-box can be adopted as a
compact S-box for the modern block cipher algorithms with multi-security layers.
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