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Abstract:Wireless sensor networks (WSNs) are infrastructure-less and resource constraint networks composed
of many sensor nodes. These sensors collect information from the area of sense and deliver that information to
the base station. WSNs are usually deployed in unattended environment and like other networks need to be
secured. In order to secure WSNS, firstly cryptography keys must be distributed in a secure and robust way. Key
management problem is rapidly studied in the static WSNs, but it has not been studied thoroughly in mobile (or
dynamic) WSNs. When mobility is introduced within WSNs, many challenges and new characteristics appear in
the security model. Security requirements for mobile WSNs include authentication, confidentiality, and integrity.
The key management scheme represents the corner stone for achieving security services. In this paper, we
propose a key management scheme for mobile WSNs which based on track-sector clustering in the roaming area.
The proposed system is relying on symmetric cryptography for achieving its goals. The paper represents a work-
in-progress report on our advance in the development of this proposal.
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INTRODUCTION

Wireless sensor networks (WSNs) consisting of
resource constrained sensor nodes have got a
special attention in the last decades in the literature.
This is mainly due to the widespread of their
applications (military and civilian). Sensor nodes
of the network collect and send data to the sink,
also called base station. The nodes and base station
can be either static or mobile depending on the
applications and environment conditions. However,
most of the previous work on WSNs available in
the literature assumes the more convenient case of
static WSNs (i.e. with no mobility). Growth in the
use of wireless sensor nodes in a hostile
environment imposes effective security
mechanisms in their design. WSNs have the same
challenges as traditional networks but with limited
processing power, bandwidth, and energy.

As many of the traditional security techniques are
unsuitable for WSNs. It's important to provide
security mechanisms for WSN like other kinds of
networks. The main goal of fulfilling security
requirements of WSN is to have robust and
efficient cryptographic key distribution and
management. There are different schemes for key
distribution in WSNs, such as matrix-based

schemes, polynomial-based schemes, probabilistic-
based scheme, and location-based schemes. Good
surveys on the issue of key distribution in WSNs
can be found in [1, 2].

Most of the previous schemes proposed for key
distribution in WSNs were designed explicitly for
static WSNs. Adding mobility to WSNs causes
emerging new challenges. Thus, the key
management will become more complicated when
the network contains sensors and/or a base station
in a movement manner. Some of these challenges
are the open network architecture, shared wireless
medium, resource constraints, scalability, and
highly dynamic network topology [3]. Hence,
existing key distribution schemes for static WSNs
cannot be applied directly to mobile sensor
networks. The sensors tend to move in any
direction making key distribution more complex.
So, the base station which actually monitors the
network has to have the idea of where each sensor
is and with what other sensors it has to share keys
in order to have secure communications.

In the beginning of our work in developing this
proposed key management scheme for WSNs with
mobility capabilities, two important decisions have
been taken. The first is choosing a suitable mobility
model that facilitates the requirement for
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movement approach. This must be application-
specific like battle field or other applications. Thus,
the model in [4] has been selected in our work. The
reason for selecting this approach is that the
movement for sensor nodes or base station can be
predictable at any time and this feature may be
suitable for battle field or other similar
environments. The second decision is related the
issue of clustering formation. In this latter case, we
have selected the track-sector partitioning approach
[5]. This approach leads to saving energy for the
whole network members and improve the security
of the network. Also, this approach helps to
distribute the key between the members in efficient
way. This approach was previously used in static
WSN. In order to efficiently use it in mobile
environments, some modifications are required to
be introduced. Thus, considering the cluster heads,
we have divided the cluster head in to two nodes:
data cluster head and routing cluster head.

The rest of the paper is organized as follows:
Section 2 represents a survey on some related
earlier work in the field. Then, our proposed
scheme for key management is described in
Section 3. This includes various issues like the
mobility model, clustering, key establishment, and
the issue of adding and deleting of nodes. Next, a
brief security analysis is introduced in Section 4.
Finally, the paper is concluded in Section 5.

RELATED WORK

The most widely used approach for key
distribution in WSNs is probabilistic key
distribution. This approach was firstly introduced
by Eschenauer and Gligor [6]. In such approach,
there is a global pool key composed of random
keys and their identifiers. The key size of the key
pool can be 10,000-100,000 keys. Sensors are
preloaded with randomly selected keys chosen
from the global key pool before they are deployed.
These keys form the key chain. In the area of
sense, the sensor nodes find out if they have shared
keys with the neighbors in order to establish
pairwise keys.

The Q-composite technique proposed by Chan et
al. [7] improved the original scheme by extending
the idea of Eschenauer and Gligor to overcome the
difficulties when two sensors do not share a
common key.

Liu et al. [8] proposed group based key-
distribution scheme. This scheme has two parts:
The first one is group-based version of the
Eschenauer and Gligor scheme. In this case, the
key pool size at any instance of time is 500 and
each sensor node randomly selects 50 keys each
from in-group and cross-group instance. The
second one is a group based scheme that uses a 49
degree bivariate polynomial. Polynomial share
from in-group and cross-group is assigned to each
sensor node.

Shen et al. [9] proposed a scheme which divides
the entire network in to clusters and each cluster
has a head node. This scheme uses LEACH
protocol in electing new cluster heads (Cluster
head is an ordinary node which can communicate
with the base station and other cluster head in
single hops).

There are also some schemes that used location
information of the nodes along with the key
distribution schemes explained above. One of these
methods is that due to Deng et al. which uses
probabilistic approach. This approach divides the
global key pool and the deployment area into zones
and pre-distribute keys to nodes such that nodes
which will be neighbours will get the keys from the
same pool and will have higher chance of having
common key [10].

There are many other works, like [11, 12, 13]
which make use of the location information to
solve key distribution problem. Generally location
based schemes are highly sensitive to node
mobility. As the node is moving in the
environment, neighbouring relationship  will
change and most of the keys which are selected
from zone-based key pools become useless. Thus,
some careful treatment is needed in order to extend
such schemes into mobile environment. Kifayat et
al. [14] proposed group-based key management
for mobile sensor nodes where the network is
divided into groups. Key ring k, from pool of key
S, are loaded in to static and mobile sensors in pre-
deployment phase in a similar fashion as employed
in [6]. Mobile nodes roam in the network and
establish connection with at least one sensor in
each group with a certain probability within its
communication rang.

There are limited works in the literature for key
distribution schemes in mobile sensor nodes, which
are designed mainly for static WSN and can also be
used for mobile sensor nodes like the works in [15,
16, 17].

THE PROPOSED SCHEME

In this paper, we propose a perfectly resilient key
distribution scheme for Mobile WSNs. The
network is assumed to be composed hundreds of
sensor nodes. Sensors are connected to each other
wirelessly. Sensors are disposable and thus they are
relatively inexpensive. They are also resource
constraint; limited in their memory, processing
ability, and limited in power. We also assume that
the power communication radio for sensors are
controlled, which means that sensors have dual
radio communications, one for short rang and other
for long range [18]. This feature is important for
saving energy during intra-clustering (i.e., short
rang) and inter-clustering (i.e., long range)
communications.  These  two  kinds  of
communications are both supported by hardware
devices. Depending on the role (ordinary nodes or
cluster head nodes) of sensor nodes, the radio
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communication is switched on from one to another.
We assume that the time division multiplexing
(TDM) is used for communication in the each
cluster.

Indeed, it is assumed also that a powerful
computer acts as a base station which is considered
resourceful, reliable, and has the property of
recharging its battery when it is necessary. The
base station collects location information from
sensors in the field area whenever required. It is
assumed that the base station is temper-proof
resistance and cannot be captured by an attacker.
However sensors can be captured by an attacker.
The system model is considered to be infrastructure
less. Sensors are deployed with base station to form
network in self-organization manner.

Figure 1 depicted the flow diagram of the
proposed scheme with main steps for each phase
starts from initialization and assumptions for our
model then BS checks and detected changes within
interval of time then starts cluster formation, key
establishment phase and finally data transmission
phase. The network is considered live until sensors
dead and the network is stopped.

Mobility Model

The main goal for mobile WSN model is to
collect the information from mobile sensor nodes
and deliver this information to the base station
which is again in movement manner. There are
many assumptions that can be proposed to simplify
our mobility model. As in [4], our model is
considered in a two dimensional rectangular field
that sensors deployed in random fashion. Sensor
nodes are proposed to be of moderate movement
and this movement is caused by another attached
device. Thus, energy consumption from this
movement is ignored. There is one mobile base
station in our model. It is assumed that the sensor
nodes can reveal their location information through
GPS free solution. The mobile base station can
collect location information from the sensor nodes
whenever it is required.

We consider that the zone in which the base
station moves is known a priori. Also, the location
of the base station at certain time is predictable
with certain value of probability. Therefore we

sensor nodes are homogenous and have equal level
energy at the beginning.

Our proposed model is closely near to the
battlefield environment, where the soldiers and the
military vehicles are moving in groups as in Figure
2. These groups are restricts in members which our
model proposed and this also meets with military
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over a span of time and this is an estimation of the
actual movement of the sensors and base station.

In the area of sense, the base station can discover
the changes in the network members' locations
every interval of time. One interval of time may be
defined as the minimum time period that the base
station chooses based on the mobility level. The

Figure2 Typical battlefield application

Cluster Formation

After deployment of the sensor nodes in the
sensor field, network starts clustering
configuration. The base station starts dividing the
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entire sensor nodes into logically hierarchical
clustering where each cluster is composed of a
group of some sensor nodes. We have adapted the
track-sector clustering hierarchical scheme in [5],
which was originally proposed for energy efficient
routing protocol in static WSNs. We have
considered this technique in our work but with
some enhancements and modifications.

The proposed track-sector clustering scheme uses
tracks and sectors to form clusters. Therefore, a
cluster is an area under curved strip formed by
intersection of circular track and a triangular
sector, as shown in Figure 3. Trackl will serve
"routing cluster head" and Track0O would serve as a
base station in this context. Tracks are divided into
more sectors. In each sector the nodes
communicate with each other as buddy, and to be
buddy each node after getting its track-sector
information from base station starts "neighbour
discovery" phase. The members of a cluster build
their neighbour information in "buddy info table"
after getting track-sector information from the base
station.

For choosing a cluster head (CH) in each cluster,
we select an approach that divides cluster head into
data cluster head (DCH) responsible for
aggregation and fusion the data and routing cluster
head (RCH) which is responsible for
transformation of the data directly to base station
[19]. The reason for that division is to divide the
work load into two nodes instead of one. Division
of the network into track-sector and selection of
RCH/DCH is the responsibility of the base station.
The role of CH is periodical at every interval of
time in order to distribute the additional duties to
all cluster members and this is done to conserve
energy or to increase the longevity of the network.

The base station collects the following
information (parameters) from each cluster
member: average distance to the base station,
remaining energy level, closeness of the neighbor
nodes or degree, and the number of times cluster
headship already taken. The base station computes
credit value for each sensor node in the cluster
considering the parameters collected above. The
member with highest credit value is selected as
routing cluster head and the second credit is
selected as data cluster head. The RCH and DCH
should have higher energy, be closer to the base
station, higher degree of being directly connected
to more nodes, not have taken as members for CH
before. In general, the responsibilities of the cluster
head are: data aggregation, encrypting the message
sent by the nodes that are in the same of its
track/sector, communication with the base station,
and the key table maintenance.

Key Establishment Phase

Every node in the network is pre-loaded with
unique id. After deploying the nodes in the area of
sense, the base station (BS) detects the location of

the nodes with respect to track-sector (track—id,
sector—id), then the base station distributes these
information to all nodes in network. At that
moment, the nodes at each cluster can compute
their own-key and buddy-key and as a result they
can get the network key K, to participate in
communication with base station. Also the base
station chooses the CH members depending on the
credit value, as discussed previously. This
information is updated by the base station after
regular intervals of time as the nodes move. This
time interval is specified by the base station
depending on the situation such as the mobility
level of the nodes. The following keys can be
calculated by every node in the network:

~
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Figure3 Track-sector clustering

e Buddy key (Kp): This key is generated by all
the nodes after "neighbor discovery" phase is
over. It is used to communicate between the
nodes which are in the same sector/track, i.e.
for node-to-node (N:N) communications.
Every node keep "buddy info table" which is
the shared keys between cluster members;

Ky, = id-sender + f{id-receiver, track-id)

(1)

o  Own key (K,): This key is initially used by the
all nodes. Every node is pre-loaded by a
unique id and this key is a function of node-id,
sector-id, track-id, and remaining energy in the
node. This key used for N:BS communication;

K, = f(node-id , sector-id , track-id, remaining
energy) (2)

e Broadcast key (K.): When CH members are
authenticated to base station, they are
requested to use this key. Thus, it used for
CH:BS communications.

e Network key (K,): After authentication is over,
all the nodes will gets this key. New nodes to
join the network need to use their own-key to
encrypt the request and send it to the base
station. The base station sends the K, by

\‘ & MNon-head nodae
o Head node
@ BS
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encrypting it by K, of particular node. Only
the node which is authenticated can decrypt
the message and get Kn. Thus, this key is used
for BS:N, as well as N:CH communications.

Data Transmission Phase

After clustering is completed and each node gets
its keys in key establishment phase, then it is the
time to start data transmission phase. This phase
begins from intra-clustering communication and
end with inter-clustering communication as
follows:

e Intra-clustering communication: An ordinary
node can initiate a message (M) at first and
forwards it to DCH:

M={K,, Ts, MAC } 3)

where, K, is a buddy key with DCH, T is the
time stamp for avoiding replay of the message,
and MAC is the message authentication code.
DCH and RCH communicate with each other
by using the buddy key between them. They
are already having 'buddy info table', and they
are members in the cluster:

DCH (DM) = {K,; (Ky, Ts, MAC, aggregated
M)} @)

where, K; is the buddy key between DCH and
RCH. In a situation when the number of nodes
in a sector is small, the RCH can play the RCH
and DCH role at the same time to save energy.

o Inter-clustering communication: Now the
message must route to the base station directly
and the node that represents the routing cluster
head must switch on to the long radio
communication. In this stage the broadcast key
(K.) is needed to encrypt the message. To get
the broadcast key, CH members use their own-
key and request the key from the base station.
The routed message will become:

RCH (RM) = {K. {Ky; {Ky, Ts, MAC, (DM)}}}
)
Adding and Deleting Nodes

When a node loses its battery power,
compromised, or is completely dead by any reason,
we assume that the node has been deleted. The
deleted information is updated to all the nodes
within the cluster. If the deleted node is cluster
head then new head node must be selected by the
base station using the parameters mentioned
previously.

When nodes are added to network, the new nodes
must register at the base station. Then based on
their locations, they will join the suitable clusters.
If an added node is not within the range of any

cluster, then that node will form a new cluster with
no other members in it. This node will switch to
long rang radio communication to participate in
communication with others members. At any
moment this node joins any cluster, it will turn off
its long rang radio to reduce the power
consumption.

Adaptation to Mobility

Our scheme is proposed for moderate movement
WSNs. We assume that the base station and all
sensor nodes have the ability of such movement.
However, we also assume that the zone in which
the base station moves is known a priori. Two
important things constitute to the system capability
for adaption to mobility. The first is a direct result
from the adopted mobility model. According to this
model, the location of the base station at certain
time is predictable with certain probability. Indeed,
the location of any sensor at any certain time can
also be predictable with a certain probability.

Secondly, due to the assumed GPS free solution,
the base station can discover the changes in the
relative sensor locations due to mobility by
periodically updating such information each certain
period of time. As mentioned previously, this time
interval can be specified by the base station
depending on the mobility level of the nodes. Thus,
it is an important design parameter that should be
chosen carefully. A longer time interval will cause
the scheme less adaptable to mobility effects, while
shorter periods might unnecessarily increase
communications and computation loads. This latter
case causes the base station to initiate reforming
the clusters more frequently than what is actually
required to track the network mobility effects. This
would result in a fast consumption of energy of

nodes, i.e. decreasing the life time of sensor nodes.

SECURITY ANALYSIS

In this paper, we have proposed a new key
management scheme for mobile WSNs. The
security of the proposed key management scheme
comes from the way of using various secret keys
for different communication types. Keys like
broadcast key and network key are distributed by
the base station, while keys like buddy key and
own key are calculated by each node through using
pre-deployed unique id and other information that
represents the changing environment with respect
to track-sector logical context. In our scheme, the
base station afforded most of the work load and
computation in order to avoid these activities in the
sensor nodes which are limited in energy power,
memory size, and processing computation.

The formation of clustering using tracks and
sectors reduces redundant data transmission in the
network by breaking the long links in to smaller
links. Also reduces the distance for transmission of
data from the nodes to their cluster head which
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means one-hop between the nodes and cluster head
in each cluster in the network.

As stated in [19], using a single technique is not
perfect to secure all the communication in the
sensor networks. Therefore a good strategy is using
combination of different keying techniques like 'in-
network generated keys', 'pre-deployed keys', and
'broadcast keys'. After "neighbour discovery' phase
overall, the nodes build their 'buddy info table' and
the base station initiates the key distribution
process.

It's possible that an attacker can capture some
nodes in the network. Since sensor nodes are
generally not tamper-proof, an attacker can access
to the key table in the captured nodes. An attacker
can put capture nodes in the network again; he/she
then can decrypt messages sent to and from the
captured nodes. Thus in the worst case an, attacker
can compromise all the nodes that belongs only to
one buddy set and not all network. So, the
survivability of the network cannot be easily
degraded significantly.

Key refreshment in this scheme are declared in
the updating of broadcast key and network key at
regular intervals of time by the base station. This
refreshment proves the authentication for the nodes
that belonging to the network from time to time.
The key maintenance of each node in the network
maintains a database for the following keys: its
own key, its buddy key, network key, and
broadcast key for CH nodes only. Finally, our
scheme restricts the number of the neighbours
because of the division of the network into tracks
and sectors. This significantly affects the number
of key establishments needs to be done. Therefore,
any attack on any cluster does not compromise the
whole network. This also has another benefit which
is saving the energy in each node.

CONCLUSION

In this paper, we have presented the use of track-
sector  hierarchical clustering in  mobility
environment in order to achieve key management.
The proposed scheme is based on symmetric key
cryptographic  because it does not heavy
computations as their public-key peers. Our
scheme combines more than one technique and
mechanism of key management. It also takes into
account the issue of energy consumption. The
scheme is proposed for moderate movement
environments. As our work is still in progress,
more details about our implementation and the
obtained experimental results will be presented by
a subsequent paper.
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