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The movement of people between cities is leading to a recovery in the
economy that transportation companies have begun to dominate. These
companies start providing the best services to customers and promoting them
through workers to earn money properly. From this basis, this paper presents a
system designed to manage a company that transports people and goods
between a group of cities. Database management was used across the web to
enable data exchange between workers. The database is designed to be
accessible to workers. It has also been suggested that the elliptic curve can be
used to generate public and private keys for all parties while the company's
management generates a prime number every day to ensure the confidentiality
of the exchanged data. In this proposal, the rivest-shamir-adleman (RSA)
algorithm is used to encrypt transferred data. It uses technology to exchange
information if the recipient is not connected to the network. The proposed

system performs a good service for the company’s management in securing
the transferred data where smartphone applications are designed to work on it.
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1. INTRODUCTION

Many systems of traditional communication have been replaced by the internet because of its
important uses with suitable cost and usability. Users of the internet are in danger of being attacked as they
share information daily [1]. Nowadays, many services like money exchange and data sharing are done online.
Although this seems easy, it puts the users in danger as there are many security concerns. As soon as the user
shares information via a wireless network, the information can be attacked. Data sniffing is one of these
attacks where data shared can be attacked and compromised by a third party [2], [3]. Moreover, network
administrators can view, analyze, and store the transmitted information of the user with the help of
commercial products [4].

The need for securing the internet from the attackers has increased with the increase of the need for
transferring data via the internet. Data secrecy tools like cryptography and steganography are now used to
secure the transferred data [5], [6]. Cryptography helps to send messages in a way that attackers cannot read
or understand it as this tool jumbles the message. In this way, only the intended recipient can read and
understand it. Cryptography depends on algorithms that are considered symmetric and asymmetric [7], [8].
According to symmetric algorithms, the sender and the receiver apply a single secrete key during
communicating. These algorithms use what is so-called single-key and secrete-key encryption. The

Journal homepage: http://beei.org


https://creativecommons.org/licenses/by-sa/4.0/

22640 ISSN: 2302-9285

computational cost of this technique is relatively small. Also, exchanging, non-repudiating and authenticating
keys show difficulty [9], [10]. Asymmetric algorithms implement two separate keys. Messages are encrypted
by a public key. Another private key is used in decrypting the received messages [11]. Mathematical
complications can be solved by using asymmetric algorithms to make their state irreversible. Numbers
factoring is the one obtaining it as the prime number of products. This is used to help generate pair keys [12],
[13]. The encrypting mechanism can be provided by many solutions to ongoing data to exchange packets
between two parties. Despite this encryption, there are still security concerns like reply attacks. The attacker
can use and send pre-validated packets back to the user which can disturb and confuse the communication.
So, it is so important to secure transferring and storing data [14].

Since it can implement and store data, the web is used in all procedures today. Although the web is
open and flexible, data publishers, and data consumers face challenges lake the way data are presented, and
described represent, describe, and make data available in an easy and understood way [15], [16]. Unlike
conventional databases that have a single data model of data management and access, the web has multiple
modules of data access, and management. Some data should not be shared openly. Individual’s privacy,
security, and commercial sensitivity are to be protected. It is the data publishers’ job to determine what data
can be shared [17]. Assessing the data exposure risk and the way the best way of data protection is the job of
data sharing policies like authorization and authentication of data [18], [19]. Sensitive information includes
home address, full name, national identification number, email address, internet protocol (IP) address, face,
credit card numbers, birthplace, login name, and health records [8]. Although it seems that one can share
information openly in certain controlled environments, publishers are to be aware that collecting data from
different resources put the user’s information at risk of being attacked [17], [20].

The rest of this paper is organized is being as; first provide the short introduction, thereafter
section 2 related works. Then, section 3 discussed the proposed system, while section 4 displays the results.
After that, section 6 describes the conclusion and future work ideas.

2. RELATED WORKS
Recently, securing systems in any company management has gained much awareness and concern.

The most serious studies similar to the proposed system are mentioned as:

— Chen et al. [21] suggested a safe and efficient approach to blockchain-based data trade and data exchange
between them. They propose a general blockchain-based data trading framework for the internet of
vehicles. The authors were able to implement an algorithm to secure the exchange of information and
money among vehicle users. They relied on the elliptic curve to achieve better data security and they also
created a database that included the movement of vehicles. The results were good in terms of data storage
and vehicle movement determination.

— Kushwah et al. [22] used the elliptic curve to identify the digital signature of car owners and their data.
The authors proposed the elliptic curve digital signature algorithm (ECDSA) based on message
authentication in the vehicular network model. Their proposed framework is capable to gain higher
security and provide greater safety to the vehicles in transferring the message.

— Jitha and Kumar [23] suggested a way to secure the data transferred in the short message service, (SMS).
The RSA algorithm was used to generate and publish keys, while the advanced encryption standard
(AES) algorithm was used to secure the message in encryption and decryption. The proposal was
implemented in the Android operating system for smartphones. The encryption was associated with only
two users and there is no data traffic control center. The results of the work were clear in terms of data
security.

— Lin et al. [24] suggested a secure data transmission mechanism that embeds the elliptic curve
cryptosystem into the vehicle. The study is based on encrypting data transferred between vehicles using
the elliptic curve to generate keys and encryption/decryption texts. The encrypted texts move between a
group of vehicles and management. The data transferred between the vehicles is not stored and the
management cannot control the generation of keys or the times of data transfer or storage. The study
relied on the elliptic-curve diffie-hellman (ECDH) protocol to compute a common session key to secure
each other information along the transmission path. The study obtained good results in coding inside the
elliptic curve in terms of the time of secure data transmission and group key synchronization.

— Prathama et al. [25] suggested an implementation scheme with the mobile payment process in Indonesia.
The study used the elliptic curve for encryption/decryption data. The system designed with mobile
applications has the power and security of the transferred data. The proposed system has achieved results
in terms of privacy protection, authentication. The study lacks the identification of a body to manage
work within the system and control the movement of funds.
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There is a research gap as there is a lack of works on methods for transportation issue management
with the handle of workers and customers. As a result, the purpose of the paper is to provide a system that
manages work between the company's management and workers through mobile applications. This is done
by exchanging messages between workers and storing them in the web database. So, it is secured through the
system. To achieve the specified main objectives, the research questions were defined as:

Q1: How to exchange data between workers?
Q2: How to secure the transferred data? And how is the management control securing it?
Q3: What is the best way to store data on the web and how is it done?

3. IMPLEMENTATION OF PROPOSED SYSTEM

The scenario of the proposed system is based on three important pillars: Data traffic management,
data security, and work management between the workers. Therefore, it requires the presence of a specific
and secure place to store the transferred data in a way that can be accessed by the management of the
company and the receiving worker. A better place must be provided for all to be the basis of dealing with
data and preservation. It will be referred to later to rely on it in taking appropriate decisions. Data stored
online allows many to access it through sharing links, but maybe more vulnerable to attackers. On this basis,
the proposed system depends on securing the data exchanged between the company's management and the
dealers on hybridizing heterogeneous encryption algorithms. Asymmetric encryption has two keys, one is
public, and the other is private. Anyone who is allowed to enter the system can see all the keys declared for
workers and can also use them. Attackers will not be able to know the original text of the message due to the
difficulty in speculating the key to the encryption. The process of storing and encrypting data is the
responsibility of the company’s management, which controls all joints of the proposed system. The proposed
system was designed to be easy to deal with workers through mobile applications that were designed. The
administration must have a computer program to be able to manage the process. The work of the proposed
system can be represented in Figure 1 (a). The movement of data within the proposed system begins daily
from the hour (00:00:00) that the administration carries out. The administration sends the prime number used
to generate the keys and encryption operations directly to the workers. Then the workers generate the public
and secret keys and send them to the database. The movement of keys within the proposed system is within
Figure 1 (b).
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Figure 1. These figures are; (a) the scenario of the proposed system, (b) the movement of keys in the
proposed system

Website reservation companies provide services to their users through the method of securing their
users' data and the speed of transferring and exchanging all data. Therefore, the place where reserved sites
and services are reserved plays an important role in providing data and analysis services. The schema used to
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link spreadsheets is also very important for easy access to what it wants. The schema star was used in the
system database that was cached through the company's online storage space. The database includes the
worker information table, system login table, table of public keys for workers, and table for exchanging
messages exchanged between parties. These tables ultimately lead to an optimal analysis of the movement of
data between workers and their whereabouts, as well as identifying the most active centers. Below is an
explanation of all the essentials of the proposed system in managing the operation of the passenger carrier.

3.1. Management system

In the proposed system, the system administration performs several tasks, including controlling the
number of workers and generating keys, the initial numbers for encrypting, and decrypting data daily. The
administration also cuts communication between the workers at the end of each day, for the sake of safe
transmission of texts properly. It is the responsibility of the administration of the proposed system to
distribute the work equally among workers, as well as to know the largest movement of workers, and
beneficiaries of the system and their locations.

The proposed system was designed to meet the needs of the private carriers for peoples. Such
companies deal with a specific number of workers based on specifications for their selection. After selecting
the workers, they will be distributed in the locations of their need to fill all areas of the population with their
services. The data of workers and their location, in addition to their vehicle specifications and other
information, is entered into a database. The data entering the database is cleaned in terms of typing error and
redundancy to benefit from it over time for decision making. Data is cleaned by using the extract transform
load (ETL) algorithm. The data is stored directly on the company's server site within a database whose tables
are designed and joints by the table's schema.

The responsibility of the management controls the movement of information within the system and
the presence of workers in the branches and centers of the company. The administration must know the data
movement within the proposal. The management is to make copies of the messages circulated among
workers as backup copies thereof. The management periodically cuts communication between workers to
generate a prime number. This takes place in the middle of the night when the traffic between all two workers
is zero. The benefit of this is to regenerate the keys and cut the roads on the attackers as well as for statistical
work through which profits and losses can be calculated and reallocated in the centers as an activity. Reports
are prepared according to mathematical operations to take the appropriate decision to reopen more than one
center for the most interacting areas or drown the centers in the inactive areas.

In our proposed system, the prime number is used in the process of generating the encryption key
and the decryption key as well as in the encryption and decryption processes. So, the generation of the
number is the main pillar of this proposal. The prime number should consist of a minimum of 19 digits and a
maximum of 24 digits. So, the first prime number that can be obtained will be (1000000000000000003) and
the last prime number that can be obtained is (994449669889999496698999). Always note in these numbers,
the presence of prime numbers is small when increasing the digits of the number. The number is generated
randomly within the proposed system management every day at (00:00:00) and automatically. The generated
number is sent to all workers' devices individually and is not stored within the database. It is possible to
repeat the prime number between groups of days in a certain period. Thus, this does not affect the
performance of creating the keys or the encryption process because the processes take numbers within
belonging to the group GF(p). The main reason for selecting the size of the prime number is to maintain the
security of the system and the integrity of its information from the attackers.

3.2. Sending information between workers

One of the most important processes carried out by the proposed system is the exchange of
information between workers and management. So, the workers inside the system will not be connected with
the local server, they are connected with the reachable and unreachable remote server because of the cable
connection or other problems of connection. In this mode, workers are allowed to keep using the system
when an immediate confirmation is not necessary. All the queue messages are transmitted on it as soon as the
remote server gets connected. The queue of the stored information stays for 15 minutes only. If the client is
not connected, the messages will be deleted and return a message to the sender for reject. So, it will go under
Figure 2(a). The user can either send data as a text or as a large data file as soon as the system is logged into
by the user. This distinction is presented depending on the size of data as they, during the process of
exchanging, do not use the same line. Figure 2(b) presents the transactions of the system of exchanging the
message through the sequence diagram.
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Figure 2. These figures are; (a) data movement between worker, (b) transactions of message exchange system

3.3. Database storage

A database has been created to organize several tables, the most important of which is a private table
that stores public keys. The table includes a set of columns, the most important of which are the worker 1D,
the public key, and the date that that key was created. All workers within the system can see all public keys,
names, and details of workers that are brought from another table based on the ID. The table of information
workers includes the name, type car, number car, and the number of passengers for the car. Database tables
are linked to the star schema. The database is located on the server web site for system administration. The
database can be accessed through its path of the system's site provider.

3.4. Cryptography
3.4.1. Keys of encryption and decryption processes

The proposal relies on asymmetric cryptography to generate the keys used for encryption. The
proposal is to use Elliptic curve to obtain these keys. The Elliptic curve is used to generate pair keys
(public/private) without using to encrypt/decrypt the text. The pair keys generate from Elliptic curve are large
digit numbers in each key. The public key is used for encryption by other users, while the private key is used
by the same person to decrypted the sent text. The proposal generates the keys daily and automatically at
(00:00:00) through the application designed with the smartphone. The key generation depends on a prime
number (P) as this number is approved by all users within the system. The application is linked to the
management system (trust anchor) which in turn grants a prime number for the keys to this day. The
application sends the public key to the database for the system where all those who are associated with the
company can view and use it. The proposal sends the public keys over an insecure channel. The Elliptic
curve will depend on the equation:
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y2 +axy + by = x3 + cx2 +dx + e 1)

In the, (a-e) elliptic curves over the finite field are generally used and the discrete logarithm algorithm is
realized by using the points of elliptic curves over the finite field to form finite groups. All coefficients are
elements in the finite field GF (p). The proposal recommends the use of elliptic curve national institute of
standards and technology (NIST) p192 [26] prime field having curve equation:

4a® + 27b* mod p )

Where (a, b, and p) are predefined in Weierstrass elliptic form over a finite field (P). The elliptic curve has
been used for faster computation. Depending on the value of (P) and the use of the elliptic curve equation, a
point is chosen on the curve (G-the generator). The final parameters are n-the size of a subgroup-and h-the
cofactor as point generation and straight slope calculation. On that, the key pairs are extracted. Through
many different elliptic curve standards, curve 25519 (p256) was used. Base point G (X, Y) coordinates. The
private key is saved to a temporary file inside the application for 24 hours only while the public key is not
saved. The identification number for the worker, public key, and today's date is sent to the database on the
Internet. The process of the elliptic curve is repeated every day to maintain the security of the handled pair
keys between system workers.

3.4.2. Encryption data
In this proposal, the same key exchange algorithm was not used to encrypt and decrypt data. The
elliptic curve algorithm is known for its speed and accuracy in making cryptographic keys. The RSA
algorithm is more accurate in validation cryptography. Besides, the merging process increases the complexity
of the attackers for the proposed system. To conduct the encryption process, it will take place at one of the
parties of the system (the worker) who wants to send the message to administer the system or to anyone
within the system. On this device, the prime number will have the initial from the system for today. It is also
possible to display the names of the workers, from which the public key can be accessed by linking the tables
via the identification number. The application requests specifying the receiving party (one or more workers)
firstly, and then it writes the text of the message. To make it done, many procedures are taken:
— Fetching public keys (e) for recipient people.
— Initializing the prime number supplied by the company.
— Converting the text of the message to numbers through the american standard code for information
interchange (ASCII) code table.
— Fragmenting the content of the message into blocks is less than the prime number and must belong to
GF(p).
— Encrypting each block separately (End block maybe need padding if necessary) by using the encryption
equation and the public key for each recipient.
— Converting the numbers to the text message through the ASCII code table.
— Combining ciphertexts with a single message and prepare for transmission.
The encryption process within the RSA algorithm is based on the following formula:

¢ = m®modp 3)

Where c is the ciphertext, m is the message to block (e) the public key, and p is the prime number. The
proposed system management cuts communication between workers at the last minute of each day to avoid
sending messages using the keys of the previous day. The decryption process is based on speed and accuracy
as the algorithms used are quick to implement and they are accurate in performance.

4. RESULTS

The proposed system relies on three main components (data, transmission over the web, and
encryption). There is knowledge of the results of each one separately. The metrics within each component
differ in how the results are calculated and how they are produced. The results were calculated from the
proposed system after actually being applied experimentally for two months. The proposal employed 50
workers spread over nine spaced areas. Below, are the results calculated from the proposal:

4.1. The amount of data traffic transferred
In the early days, some workers face difficulty in dealing with the proposed system. Nevertheless, it
recorded good results for the stored data traffic that circulated among workers. Figure 3 (a) and 3 (b) are the
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data movement recorded on the first day of its implementation and the thirtieth day, according to the
locations. So, Figures 4 (a) and 4 (b) represent data traffic for workers and the same days.
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Figure 4. These figures are; (b) data traffic by workers for the 30th day (continue)

From Figure (4), it appears that the traffic of the exchanged data within the system is uneven. The
number of messages exchanged was weak in the first days of the application of the system. Data traffic
stabilized in the second week to start the proposed system. It is noted that the amount of data traffic varies
between workers, and this is due to the movement of workers from one location to another in which the
number of customers varies. Data traffic also increases at the beginning of the week more than one and a half
times of its traffic at the end of the week. Data traffic causes it to inflate over time, which is later required to
analyze and extract knowledge. Table 1 shows data traffic by relying on locations of each week, and for a
period of two months.

Table 1. Data traffic by locations for the 8th weeks
Locations Week1 Week2 Week3 Week4 Week5 Week6 Week7 Week8

Loc1l 381 473 481 476 487 458 438 517
Loc 2 353 488 528 510 504 512 481 525
Loc3 366 538 570 593 587 588 597 574
Loc4 350 492 499 522 513 478 526 520
Loc5 365 563 576 585 594 593 591 589
Loc 6 377 534 589 577 576 578 578 583
Loc7 367 450 517 505 536 496 523 495
Loc8 352 503 520 539 514 528 571 474
Loc 9 371 558 592 587 593 594 590 589

4.2. Data traffic cost for mobile app

The Internet is used to transfer data between workers through the mobile application. The network
that workers use provides a good data transfer speed of 3.9 generations. The speed of the data transferred
between the worker and the database varies from one receiving location to another. As the speed of data
transmission depends on the strength of the Internet and the amount of data transferred in each transmission.
The data transmitted with a minimum limit is 500 bytes (1/2 KB) and with a maximum limit (10 KB).
Table 2. shows the data transmission speed encryption according to the proposed system and database. The
time taken to transfer the same amount of data was not encrypted (original text). The difference was not
much but it was faster than the encrypted text.

Table 2. Time of data traffic cost (original and encrypted data)
Data Block  Time (ms) for Original Data  Time (ms) for Encryption Data

0.5KB 0.025 0.03
1KB 0.078 0.09
3KB 0.369 0.405
5KB 0.686 0.72
7KB 0.852 0.935
10 KB 0.921 1.007
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Messages are delivered between workers according to the proposed approach when they are in direct
or indirect contact. In the case of direct communication, the encrypted data sent from the first worker to the
second worker takes sufficient time to ensure that the second party receives them. Therefore, the time taken
to exchange encrypted data between workers connected was calculated according to Table 3. In the case of
indirect communication, the time taken to send the encrypted message to the buffering table is very close to
the time taken to send the same data to the main database.

Table 3. Time of data traffic cost (direct and indirect connection between workers)
Data Block  Time (ms) of Direct Connection  Time (ms) of Indirect Connection

0.5KB 0.033 0.031
1KB 0.0928 0.091
3 KB 0.481 0.413
5KB 0.785 0.728
7KB 0.991 0.949
10 KB 1.107 1.012

4.3. Encryption speeding time
4.3.1. Generate keys

In the proposal, the elliptic curve was used to generate the keys based on the prime number given by
the administration. The proposed approach takes record time for the elliptic curve to generate the key pair
(public and private). Key generation times are approximate depending on the length of the prime number.
The prime numbers maybe 19 digits or 24 digits. This process takes place in the mobile application, which
depends on the speed of implementing operations on the speed of the device. The operations were carried out
on a group of devices with varying speeds and their results were very close. Table 4 shows the time taken to
generate these keys.

Table 4. Execution time for key generation
Digits in Prime Number  Time in Millisecond

19 807

20 1036
21 1503
22 1348
23 1869
24 2339

4.3.2. Encryption and decryption process

To know the speed of the encryption and decryption of a specific text, the texts and keys must be
equal. The keys generated are equal between all parties due to their dependence on one prime number. As for
the messages, the same number of texts used to measure the amount of data transferred was encrypted. The
process of encryption and decryption takes place inside smartphones, whose speed varies from one device to
another. The time measurement was very close to the devices used. The encryption process takes more time
than the decryption process and may reach weakness. This is due to two reasons, the first of which is that the
encryption process calls for the recipient’s public key from the database in the web and the second reason is
that the decryption process is a mirrored process of encryption and it is repeated for all texts used. Also, the
decrypted key is available on the same device.

5. CONCLUSION AND FUTURE WORK

In this paper, a system is designed to manage the interpersonal transport company. The management
system is designed in a form that can be worked on from an office calculator that generates initial numbers
every day. Employees generate the public key and the private key based on the initial number. The keys are
generated via the Elliptic curve algorithm, which is considered one of the fastest in performing this
algorithm. The data exchanged between the parties is encrypted using the RSA algorithm. Workers rely on
their smartphones to exchange data through applications designed for the intended purpose. A database has
been adopted across the web to store and facilitate data transferred between the parties. The system provides
the management of companies and workers with services to manage them smoothly. As future work, 1Q
algorithms can be used to redeploy workers in most mobile cities between people. The system is also
expected to be implemented in money transfer companies as it contains confidentiality in the transmission of
information.
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