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Abstrct—Praviding am effcient secure authenticaton scheme
insafty applications i Vekedar Ad-hoc Networks (VANE:) s
2 challenging s, This s hecause these applcaons eed o eact
fo thir messages, I o timely manmer, before ther mpecme
deaines.Fresring the privey f the xchnged mesages i
oo impartantsneethese messagesmehudesenstve Iformation,
such as geographical ocatons. Tn ths paper, we revew the
enngchens at i o et e requnements of sty and
privae. Then, ey s requreents wihavie o i
an effiient seheme for secue real-me applications in VANET
EINTIONENS

Index Terms— secnrty, pevcy preseming, TANET, safey
aphcaions

| INTRODUCTION

Due fo the taceastag demands fo muprove trafc safey,
Velioula Ad-hoc Nefworks (VANETS) have afracted atenton
from govermments, car mamufxhues, and researches. [n
VANETS, vehicles equpped vith on-boerd s (OBUs) ae
able to collet, process and exchange taffc-elted messages
wih oearty vedicks forough Vebicle-o-Vehwce (V2V)
conmmmcatons, or conmmuuicat wi neaby soad-side s
(RS0 through Vekcke-fo-Roadside (VIR commumiations.

Most VANET sfety appicatons e bl reacions o
the broadeasted mesages. Relvag on a Dedcated Shortsang
conmcaton (DSRC), mstead of 2 celllr network
conmmucaton, would reduce delys when ploading and
owuloading traffic-elted messages. Accordingly, the [EEE
1609. standad mandtes 2 DSRC stem when developig

%

The destpned schee should ahieve an accepable balae
befieen securty and prvacy requaements. Moseover, e
scheme should be hughy effcent n supporting applicatons
ih ses e repurEDents,

puendony-ased anhentcation schemes ae wily wed
order 10 enabl the antentication of the broadcast messages
tonymensly[ 1} This s e saeication et veices
1 conduce through dummy tdeties, wuch ae athenticated
b the tsted authontes (TAs) in onder o reveal he el
\enfty n case o disute

The umque chaacterstis of VANETS, soch s et hgh
mobdity and e ge muaber of nodes, would callnge the
exfing securty schmes. For example, most of piendomya-
based avhenticaton sches enploy digtl sgnateesto o
sectre comumaicaton befween VANET entites, which lads o
processng deaysof tafcelared messages

In this paper, we highlight fhe secwity and prmacy
requrenents of safey applcatons. Fust some safey
applications ave gven n sunsecton [LA. Then, fhe secety,
prrvacy requements and her main challenges n VANET ae
oufioed 1n 1B, 1. and 1D, respectvely. Lnsecion I, e
well-knowa psendonym scemes, along with ther changing
srteges, are dstrated. After this some exshag work fo
eahanee fhe effiency of te vendicaton process s gvea fn
secion I, Finaly, imsecion IV, we dscuss and conclude the
Iman equsements fo desioung an effictent prvacy preserving
autientiction scheme for VANET safey applcations,

[ VANET appLicamons REQUREMENTS ANDITS
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