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ABSTRACT

Withtherapiddevelopmentofcloudcomputing,whichhasbecomeakeyaspecttomaintainthe
securityofuserinformationthatmaybehighlyconfidentialandmaintainedduringtransportand
storageprocess.Therelianceontraditionalalgorithmsthatareusedtoencryptdataarenotsecure
enoughbecausewecannotprocessthedataonlyafterdecrypt.Inthisarticleisproposedtheuseof
homomorphicencryptiontosolvethisproblembecauseitcandealwithencrypteddatawithoutthe
decryption,whichcanleadtoensuringconfidentialityofthedata.Anumberofpublic-keyalgorithms
areexplained,whichisbasedontheconceptofhomomorphicencryption.Inthisarticleanalgorithm
isproposedbasedonHEanditissimilartoMenesez-ECbutwithonedigitasasecretkeyaccordingto
itsadvantage,wherebyreducingthecostofcommunication,andstorageandprovideshighprocessing
speedwhencomparedwithotheralgorithms.Thisalgorithmprovidesenoughsecurityforabank’s
customerinformationandthencomparedwithECC,eachofRSAandPiallieralgorithmsasevaluated.

KEywoRDS
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1. INTRoDUCTIoN

Earlyon,manyresearcherstudiesbeganonhomomorphicencryptionmorein-depth.Homomorphic
encryptionwassimplifiedandthroughadvancesinresearch,mostoftheresearchappearedtofocus
theireffortstowardhomomorphicencryptionduetoitsimportanceinmoreaspectsspatiallyinthefield
ofthecloudcomputinginordertoprovideinformationsecurityandmaintainingthatinformationfrom
penetratingbythehackers(Chen,Ben,&Huang,2014).HomomorphicEncryptionisanimportant
kindofencryptionincomputationalscience,itprovidesmanytechniquessuchaspartially,somewhat
andfullyhomomorphicencryptionwiththepurposeofthesecurelystore,transferanddealingwith
ciphertextinawaythatmaintainstheconfidentialityandintegrityofthedata(Ogburn,Turner,&
Dahal, 2013). Homomorphic encryption can be classified into partially and fully homomorphic
encryption,withpartialHomomorphicEncryption(PHE)useoneoperationinciphertextwhereas
FullyHomomorphicEncryption(FHE)canusealloperationsintheciphertext,anditisoneofthe
mostcommonnewtopicswhichmakemoreoftheresearchertodealwiththoseconceptsbecause
ofprovidingmoresecurityfordataespeciallyinthecloudenvironment(Suveetha&Manju,2016).

Therearetwomaingeneralcryptosystemstheyaresymmetricandasymmetriccryptosystem.
AES,DESaresymmetric-keyalgorithmandElgamal,paillierandRSAareasymmetriccryptosystem,
inthispaper,weworkinthepublickeyencryptionalgorithms.
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Insection1,wewouldexplaintheconcepts,functionsandpropertiesofhomomorphicencryption.
Insection2,EllipticcurveCryptographyisdescribed,insection3,describeencryptionalgorithms
suchas(RSA,Paillier,Elgamal,Goldwasser-MicaliandBoneh-Goh-Nissim(BGN))arebasedon
homomorphicencryptionproperties.Insection4,wewouldexplainthelimitationofPHE.Insection
5,wewoulddescribecomparisonbetweendifferentalgorithmsofhomomorphicencryptionthatgive
ageneralideaofallthealgorithms.Insection6,theproposedalgorithmisdescribed,insection7,we
explaintheexperimentalresultoftheproposedalgorithmandcompareECCwithotheralgorithms.

2. BACKGRoUND

In2012LiLi,AhmedA.Abd,XiamuNiuproposednewschemewithadditivehomomorphismproperty
basedonElGamal-EllipticCurve(ElGamal-EC)fortransferringsecretimagesoverachannelwhichis
unsecuredinsteadofusingElGamalandRSAscheme.Inthispaper,theproposedschemeusesashorter
keytobetterperformancethanschemesbasedonElGamalorRSA.Therefore,decryptionofimages
requireslowerprocessingcomparedwiththemethodthatusestheotheradditivelyhomomorphic
propertyinElGamal-EC.Experimentalresultsandanalysisshowthattheproposedmethodisfaster
andhassuperiorperformanceforRSAandElGamal(Li,AbdEl-Latif,&Xiamu,2012).

In2015,KamalKumarChauhan;AmitK.S.Sanger,A.Verma,asecuremethodwasdeveloped
forkeepingdata,Datasecurityisanimportantaspect,especiallywhendatatransferandstorageover
theinternet(cloudcomputing),thereforevariousmethodsofstandardencryptionalgorithmprovide
securityfordatainstorageandtransmission.Inthetraditionalstatedatatobeprocessedmustbe
decryptedfirst,butthisstatemakesdataunderstandabletoacloudprovider.Standardencryption
algorithmsarenotsufficienttomakedatamoresecure.Inthispapervariousschemesareproposed
suchas(Pillar,RSA,andBoneh-Goh-Nissim(BGN))basedonhomomorphicencryptionincloud
computinginordertosecuredatathroughprocessingstatebecauseofHomomorphicencryptionallows
theserviceprovidertooperateonciphertextwithoutdecryption.Theimplementationoftheseschemes
helpstoprovidesecurityfordatastoredincloudcomputing(Chauhan,Sanger,&Verma,2015).

In2016,TannishkSharmacreatesavotingsysteminordertosolvetheproblemofthetime
consuming, obstruction and disruption which may happen. The development of Information
TechnologyledustoproposeanE-votingsystemtosolvealltheseproblems,E-votingsystemhelps
ustovotefromanyplace.Inthispaper,anE-votingsystemproposedbasedonPaillierHomomorphic
Encryptionschemeinordertoprovidesecurityforthosesystemsthroughprocessingandtransferring
datainciphertextform.TheE–VotingSystemwasexecutedsuccessfullyandcontributedtodata
securitywhichtransfersovertheinternetandalsoensuresefficiency,privacy,universalverifiability
andnovoteduplication(Sharma,2016).

In2016,QuanHong,Zhao,Wang,secureenvironmentschemesareproposedtosolvetheproblem
ofSecureMultipartyComputation(SMC),throughthestorageandprocessingofdatamoresecure
againstattacksandanypenetrating,especiallyinpublicenvironments.Toprotecttheprivacyofthe
data,datamustbestoredandprocessedinencryptedforminthecloudcomputingwithoutrecovering
theoriginal text,which isdone through the implementationofoneofhomomorphic encryption
schemes,andthispaper,theyhaveproposedtheuseof ُEllipticcurvedCryptographybasedonthe
schemeofhomomorphicencryptiontosolveSMCproblem.Thisschemehasbeenimplemented
successfully,andgetmanybenefits,includingprotectionofprivacy,theconsumptionofenergyand
communicationconsumptionarecomparedwithanalgorithmofRSAencryption(Hong,2016).

In 2017, Wenxiu Ding et al, exhibited another way for processing encrypted data using
HomomorphicEncryptionthatisdealingwiththeciphertext.HElimitationonlyallowspersonowns
ahomomorphicsecretkeytodecryptprocessedciphertextswhichdonotallowformultipleusers.In
thispaper,theyproposeaHomomorphicRe-EncryptionScheme(HRES)extendedtomulti-userto
accessprocessedciphertexts.Theproposedschemesareimplementedtoevaluatetheirperformance
andsecurity(Wenxiu,Yan,etal.,2017).
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3. HISToRy oF HoMoMoRPHIC ENCRyPTIoN

Initially,partialhomomorphicencryptionusesonlyonemathematicaloperationintheciphertext,
in1978R.Rivest,L.AdlemanandM.Dertouzosisthefirstresearcherswhoproposedtheconcept
ofhomomorphicappliedtotheRSAalgorithmthatwashomomorphiconmultiplicativeoperation.
Inprogressin1982GoldwasserandSilviosuggestedanotheralgorithmcalledGoldwasserthatis
homomorphiconXORwhichisapplyingahomomorphicencryptionwithsafetyremarkablelevel,in
1999,Paillieralsosuggestedasecurityencryptionsystemthatwashomomorphicallywithaddition
operation,aswellasanotheralgorithmsuchasElgamalandElgamal-Ellipticcurvealgorithmsthatare
homomorphiconmultiplicationoperation(Rivest,Adleman,&Michael,1987;Benzekki,Fergougui,
&ElAlaoui,2016;Yi,Paulet,&Bertino,2014;Chauhan,Sanger,&Verma,2015).

Theimportantaspectisproposingahomomorphicencryptionschemedependingontheaddition
andmultiplicationoperation(Twooperations).DanBoneh,EU-JinGohandKobbiNissimin2005
builtfirsthomomorphicencryptionwithtwooperations,whichhaveunlimitednumberofadditions
andonemultiplication.Thiswayisdependingonellipticcurves,theencryptionmethodisadding
twomessageshomomorphicallybymultiplyingthetwociphertexts(Yang&Zhang,2014;Coron,
Naccache,&Tibouchi,2012).

Thefirstfullyhomomorphicencryptionschemewascreatedin2009andproducedbyGentry
(2009),Gentry firstgeneratesa somewhathomomorphicschemeusing ideal latticeswhichonly
supportacertainnumberofoperationsperformedonaciphertextandaccordingtothefactthatthe
ciphertexthasalimitednumberof“noise”thatincreaseswhenmultiplicationoperationincreased
whichfinallyeffectedonthedecryptionresults(Dasgupta&Pal,2016),thenitisbootstrappedto
makeitfullyhomomorphic.Therearemanyissuesusedforreducingtheproblemofnoisethatis
happeningthroughencryptionanddecryptionofdata,sothenoiseincreasedwitheverymultiplying
andaddtotheencryptedresult(Ogburn,Turner,&Dahal,2013).

Becauseofcomplexcomputationally,GentryandHalevihaveimplementedGentry’sscheme
overideallattices.In(2010)theauthorsVanDijketalofferfullyhomomorphicencryptionscheme
(DGHV)overintegerinsteadofideallattices,butithasakeywithlargesize(Dasgupta&Pal,2016).

CraigGentryandShaiHaleviat(2011)developanapproachthatcontainedamixtureof(somewhat
HE)SWHEandother encryption types calledmultiplicativelyhomomorphic encryption (MHE)
(Ogburn,Turner,&Dahal,2013).

In2013GuptaandSharmacreateaschemewhich,dependingonsymmetrickeyswithsmaller
sizethatbasedonoperations,includingmatrixcomputationsuchasmatrixinversionthiscanlead
tomakingcomputationallylessexpensive,in2014Sharmaalsoproposedanewschemethatworks
withonebit;thisschemeisgeneralizedbyAggarwaletal.(2016).

3.1. Concept of Homomorphic Encryption
Itallowspersonstouseaspecificmathematicaloperationappliedtotheciphertexttogettingresultsto
bethesameresultsifthesameoperationhasbeenappliedtotheoriginaltext.Thisconceptisshown
inthefollowingFigure1.Whentheuserneedstoaddtwonumberssuchas5and10,theresultis
15,thetwonumbersareencryptedthroughmultipliedwith5,thenthesumoftheencryptednumber
is75asaresultthatisstoredonthecloudserver,theuserdownloaddatafromcloudandrecovered
theoriginaltext(Chauhan,Sanger,&Verma,2015).

3.2. Homomorphic Encryption Functions
Inourproposal,wearedealingwithasymmetricencryptionwhichconsistsof twokeys,onefor
encryptionandanotherfordecryption,soitisnecessarytofindaprocedureusedtocreatethesekeys
accordingtothenatureofalgorithm’swork,sotherearefouralgorithmsor(primitives)ofapublic
keyencryptionschemesareKeyGen,Enc,andDec,andanadditionalEval:
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1. Key Generation Function:Itisanalgorithminaclientwhichgetssecurityparameter(k)to
generateeachofthesecretkey(sk)andpublickey(pk),(pk,sk)←KeyGen(k);

2. Encrypt Function:Isarandomalgorithmthatproducesaciphertext(c)whichcamefromusing
plaintextandsk,c←Enc(sk,m);

3. Evaluation Functions:Theserverusesfunctionfforevaluatingtheciphertext,andit’sdone
byusingfandpk,Eval(f, pk,c),wherec=(c1,..,ct)andtrefertothenumberofinputsofthe
circuit(Chen,Ben,&Huang,2014;Gentry,2009).ThereforeDec(sk,Eval(f,pk,c))=C(m1,
m2……mt),WhereCisacomputationwhichperformsintheclient;

4. Decryption Function:Isarandomalgorithmthatproducesaplaintext(m)whichcamefrom
ciphertextandskm←Dec(c,sk),andafterevaluation,wegettheoriginaltextasfollowsDec
(sk,Eval(f,pk,c)).

4. HoMoMoRPHIC ENCRyPTIoN PRoPERTIES

Supposethat:

m1,m2∈Mandc1andc2∈Cthenm1=Dec(c1)andm2=Dec(c2)

1. AdditiveHomomorphicEncryption:

m1+m2modn=Dec(c1+c2modn)

2. MultiplicativeHomomorphicEncryption:

m1⁎m2modn=Dec(c1⁎c2modn)(Filho,Silva,&Miceli,2016)

Figure 1. Homomorphic encryption
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4.1. Elliptic Curve Cryptosystem (ECC)
Ellipticcurvecryptographyisanapproachofpublic-keycryptography,whichisbasedonthestructure
ofalgebraicanddiscretelogarithmsofellipticcurveoverfinitefieldsFp.Letussaythatqisaprime
number,andanellipticcurveECoveraprimefieldFpisshowninthefollowingequationEC:

y2(modp)=x3+ax2+b(modp)

where(aandb)∈Fpandsatisfiestheequation:

4a3+27b2≠0(modp)

ECCsecuritydependson theDiscreteLogarithmProblem(ECDLP)andprovides thesame
securitylevelcomparedwithRSAbutwithsmallkeysize,thereforetheuseofECCwithHomomorphic
encryptionisfasterandmoreefficientthantheuseofRSA,Elgamaletc,(2015).

4.2. Algorithms of Partial Homomorphic Encryption

RSA cryptosystem:R.LRivest,andA.ShamirandL.Adelman(RSA)isthefirstalgorithmthat
workswiththepropertyofHE,whichisconsideredhighsecurityinthefieldofhomomorphic
encryption(Yi,Paulet,&Bertino,2014).ItisapartialHomomorphicEncryptionschemethat
operatesonlywiththemultiplicationoperation(Gerasimov,Epishkina,&Kogos,2017;Sharma,
2016).

5.KEYGENERATION

1. Selectarandomtwoprimenumberwhichispandq;
2. ComputeN=p*qandφ(N)=(p-1)*(q-1);
3. Anintegernumbereisselectedwhich1<e<φ(N)ifitsatisfiesthepropertygcd(e,φ(N))=1;

Figure 2. Homomorphic encryption functions
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4. Computeintegerd,which(1<d<φ(N))thatisamultiplicativeinverseofeifitsatisfiese*d
≡1(modφ(N));

5. Finally,publickeyandprivatekeyaregeneratedcorrespondingtopk=(N,e)andsk=(p,q,d).
Encryption:Themessage(M)isconvertedtoASCIIwhichisanintegernumber(M∈Zn).M

isencryptedtogetaciphertextCbasedonpk(N,e):

C=MemodN

Decryption:RecoverthemessageM=(m1…mn)fromciphertextC=(c1……cn)byusingsk
(p,q,d):

m=cdmodN
m=(me)dmodN
m=me-d=1modN

5.1. Multiplicative Homomorphic Encryption Property of RSA
WesaidthatRSAcryptosystemishomomorphicallywithmultiplicativeproperty:

IfEnc(m1*m2)=Enc(m1)*Enc(m2)

Soassumethatc1andc2twociphertext:

c1=m1
emodN

c2=m2
emodN

then:

c1*c2=(m1*m2)
emodN[6,18]

5.2. ElGamal Cryptosystem
ElgamalandTaher(Elgamal)areanotherwell-knownhomomorphicencryptionschemewhosekey
exchangesdependingonDiffie-Hellman.Theeffectivesecurityofthealgorithmbasedoncomputing
discretelogarithms(Coron,Naccache,&Tibouchi,2012).AccordingtotheDiffie-Hellmanalgorithm,
wecangeneratetwolargeprimenumbers(p,g)whichg(generator)isprimitiveoftheroot.We
supposethatAliceandBobneedtoexchangeourkeyforencryptionanddecryptionthemessage
(Dawahdeh,Yaakob,&Sagheer,2015).

5.3. Key Generation

1. Generateanintegernumberwhichrepresentsthesecret(private)keyofAliceand1<a<p–1;
2. ComputeAlic’spublic-key(pka)=gamodp;
3. Publickey(pk)={p,g,pka}.

Anyuserwantstosendhismessagetoanotheruser,hismessagemustencryptwiththereceiver’s
publickeywhichshowsinthefollowing:
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1. ThemassageMrepresentsasanintegernumberwhere0<=M<=p–1;
2. Generateanintegernumberbwhichrepresentsthesecret(private)keyofBoband1<b<p–1;
3. ComputeSharedSecret-key(SSK)=pka

bmodp,pka=ga→SSK=(ga)bmodp;
4. Computepkb=gbmodp,pkbisaBob’spublic-keywhichsentwithciphertexttotheAlicefor

decryption.
Encryption:MessageMisencryptedasfollows:

c2=SSK*Mmodp

Pair(pkb,c2)aresenttothereceiverasanencryptedmessage.

Decryption:WhenAlicewantstodecrypttheencryptedmessage(pkb,c2)withhersecretkeya,
Alicemustcomputethefollowing:

1. ComputetheSSK=pkb
amodp,pkb=gb→SSK=(gb)amodpwhichSSKmustbeequal

toBob’sSSK(SharedKey);
2. WecomputetheinversenumberofSSK(SSK-1);
Finallyrecoveredplaintextfromciphertextas:

M=c2*SSK-1(Stallings,2011;Brakerski&Vaikuntanathan,2011)

5.4. Multiplicative Homomorphic Encryption Property of ElGamal
Whentwomessagesm1andm2areencryptedtotwociphertext(pkb,c2),sothehomomorphicproperty
ofElgamalisshownas:

Enc(m1*m2modp)=Enc(m1)*Enc(m2)modp
Enc(m1,pk)=(gb1,m1*pka

b1)whichpka=ga1modp
Enc(m2,pk)=(gb2,m2*pka

b2)andpka=ga2modp
Enc(m1,pk)*Enc(m2,pk)=((gb1*gb2),(m1*hb1*m2*hb2))
Enc(m1,pk)*Enc(m2,pk)=(gb1+b2),(m1*m2)*hb1+b2)(Gerasimov,Epishkina,&Kogos,2017)

Paillier cryptosystem:ItisapublickeycryptosystemthatisrepresentedaspartialHomomorphic
Encryptionwhichoperatesonlywithanadditionoperation(Chauhan,Sanger,&Verma,2015).
Itissuitableforsomeapplicationssuchasabank,especiallyinthefieldofcloudcomputing.

KeyGeneration:
1. Generateatworandomofprimenumbers(p,q)whichgcd(p*q,(p-1)*(q-1))=1;
2. Computen=p*q;
3. k(n)=LCM(p–1,q-1),whichLCMmeans(theleastcommonmultiplier)andk(n)means

Carmichaelfunction;
4. Choosearandomgeneratorgwhichg∈Zn2andgcd(gkmodn2,n)=1(Chauhan,Sanger,

&Verma,2015);
5. Computeamultiplicativeinverse(u)whichrespecttomodulen,u=(L(gkmodn2))-1mod

nwhereL(s)=(s-1)/n(Kocaba,2016),Sotwoofthekeysaregenerated.

ThePublickeyispk(n,g).
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TheSecretkeyissk(k,u)(Sharma,2016).

Encryption:
1. Weneedtoencryptthemessage(m)whichm∈Zn2;
2. Selectnumberrrandomly;
3. Calculateciphertextcbyusingthepublickey(n,g),soc=gm*rnmodn2.

Decryption:
1. Themessagemisrecoveredfromtheciphertextcbyusingsecretkey(k,u);
2. m=L(ckmodn2)*k(n)modn.

AdditionHomomorphicEncryptionpropertyofPaillier:

Enc(m1+m2)=Enc(m1)*Enc(m2)
Enc(m1,pk)=gm1*r1

nmodn2
Enc(m2,pk)=gm2*r2nmodn2
Enc(m1,pk)*Enc(m2,pk)=(gm1*r1

nmodn2)*(gm2*r2nmodn2)
Enc(m1,pk)*Enc(m2,pk)=gm1+m2(r1*r2)

n(modn2)
Enc(m1,pk)*Enc(m2,pk)=Enc(m1+m2,pk)(Sharma,2016;Gerasimov,Epishkina,&Kogos,
2017)

6. GoLDwASSER-MICALI CRyPToSySTEM

Goldwasser and Micali (GM) are public key encryption and famous homomorphic encryption
schemewhichwasdevelopedbyGoldwasserandMicali in1982.Thisalgorithmischaracterized
bybeingdefinedasthefirstschemeofpublickeyencryptionthatisprovablysecure.However,its
cryptosystemisnotefficient,andciphertexttakesseveralhundredtimesgreaterthanthePlaintext.
GMisrepresentedaspartialHomomorphicEncryptionwhichoperateonXOR.Theschemerelies
ondeterminingwhetherthevalueofaspecifichisquadraticresidueornot,quadraticresidueshows
asthefollows(Goldwasser&Micali,1982):

1. xp=hmodp,xq=hmodq;
2. If{\displaystylex_{p}^{(p-1)/2}\equiv1{\pmod{p}}}xp

(p-1)/2≡ 1modpandxq
(q-1)/2≡ 1mod

q,thenhisaquadraticresiduemodN;
3. Quadraticnon-residuex.

KeyGeneration:
1. Alicerandomlyandindependentlygeneratetwolargeprimeintegerpandq;
2. ComputeN=p*q;
3. Publickeypk=(h,N).Thesecretkeysk=(p,q).

Encryption:AssumeBobdecidedtosendamessageMtoAlice:
1. BobfirstconvertsthemasastringofbitsM=(m1,...,mn);
2. ForeachbitofM,Bobrandomlygeneratesavalueriwhichsatisfiesthefollowinggcd(ri,

N)=1;
3. ComputeciphertextC:

ci=ri
2*hmimodN

ciphertextoutputsc=(c1,...,cn)



International Journal of Information Security and Privacy
Volume 13 • Issue 2 • April-June 2019

75

Decryption:Foreachvaluei,byusingfactorization(p,q),Alicecomputesifthevalueciisa
quadraticresidueornot;iftrue,mi=0,otherwisemi=1messageoutputsm=(m1...mn).

XORHomomorphicEncryptionpropertyofGM

GoldwasserschemehasthehomomorphicpropertyonXOR:

Enc(m1⊕m2)=Enc(m1).E(m2)

where:

Enc(m1)=c1=r1
2hm1modN,Enc(m2)=c2=r2

2*hm2modN
c1*c2=(r1

2*hm1)(r2
2*hm2)modN

c1*c2=(r1*r2)
2(hm1+m2)modN=Enc(m1⊕m2)(Suveetha&Manju,2016;Stallings,2011)

7. BoNEH-GoH-NISSIM CRyPToSySTEM (BGN)

Dan Boneh, EU-Jin Goh and Kobbi Nissim in 2005 build a public-key cryptosystem with two
operationsandperformsunlimitedadditionoperationwithonemultiplicationoperation,thistype
ofPHE isnear toFHE,and theencryptionmethod isadding twomessageshomomorpicallyby
multiplyingthetwociphertext(Yi,Paulet,&Bertino,2014).

KeyGeneration:

1. Generatearandomoftwoprimep1,p2∈Z;
2. Computen=p1*p2;
3. Generateatwogeneratorg,u∈Z,h=up2;
4. Publickeypk=(n,g,h,e,G,G1),andsecretkeysk=(p1).

(G,G1)referstomultiplicativegroupwithordernande,soG*G1→G1isbilinearmap.

Encryption:Themessagemisencryptedwithapublickeypk:

C=gm*hrmodn

Decryption:TheciphertextCandsecretkeyareusedtore-getthemessagem,Cp1=(gp1)m,which
misgettingdependingondiscretealgorithmofCp1to(gp1)asabase.

AdditionHomomorphicEncryptionpropertyofBGN:

c1=gm1*hr1modn
c2=gm2*hr2modn
c1*c2=g(m1+m2)*h(r1+r2)modn(Chauhan,Sanger,&Verma,2015)



International Journal of Information Security and Privacy
Volume 13 • Issue 2 • April-June 2019

76

8. ELGAMAL-ELLIPTIC CURVE CRyPToSySTEM (DAwAHDEH, 
yAAKoB, & SAGHEER, 2015; HoNG, wANG, & ZHAo, 2016)

Keygeneration:
1. ChoosepubliclyprimefieldFpandanellipticcurveECoverFp;
2. RandomlyselectabasepointG∈EC,whichGrepresentsasalargesubgroupofEC,and

nistheorderofECpoints;
3. Bobrandomlychoosessecretekeydinrange[2,n];
4. ComputesQB=d*G;
5. MakeQBaspublic-keyanddassecret-key.

Encryption:WhenAlicewantstosendthemessageMtoBob,shefollowsthefollowingsteps:
1. MappingthemessageMasapointonEC;
2. Sherandomlychoosessecretekeyeinrange[2,n];
3. ComputeQA=e*G,whereQAisapublic-keyofAlice;
4. ComputeSSK=e*QB,(i.e.SSK=e(d*G)),whereSSK(SharedSecretkey);
Ciphertextisobtainedbythefollowingequation:

C=Pm+SSK

6. ThenTransferciphertexandAlicepublickey(C,QA).
Decryption:Ontheotherside,Bobreceivestheencryptedtextforthepurposeofturningitintothe

originaltextasfollows:
1. ComputeSSK=d(QA)=d(e*G);
SubtractSSKfromtheciphertextpointC:

Pm=ci–SSK

9. ADDITIVE HoMoMoRPHIC ENCRyPTIoN oF ELGAMAL-ELLIPTIC CURVE

LetmassageM= {m1, m2, m3…….mn},andPmisanellipticcurvepointderivedfromm.Ifwesaythat
Elgamal-ellipticcurvecryptosystemishomomorphicallywithadditiveproperty,itmustsatisfythe
following(Hong,Wang,&Zhao,2016):

Enc(Pm1+Pm2……Pmn)modp=Enc(Pm1)+Enc(Pm2)….Enc(Pmn)modp

FromEquation(10):

Enc(Pm1+Pm2……Pmn)=(Pm1+ SSK)+(Pm2+SSK)……(Pmn+SSK)

Enc Pmi
i

n

( )
=
∑
1

= Pmi
i

n

i

n

= =
∑ ∑+
1 1

SSK 

Enc Pmi
i

n

( )
=
∑
1

= ( )Pmi SSK
i

n

=
∑ +
1



( )Pmi SSK
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=
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10. MENEZES ELLIPTIC CURVE (M-EC) CRyPToSySTEM

Inthistypeofencryption,wedonotneedtoconvertthemessagetothepointsontheellipticcurved,
wheretheencryptionprocessimmediatelyafterthemessageconversiontoASCIIcode.

Keygeneration:
1. ChoosepubliclyprimefieldFqandanellipticcurveECoverFq;
2. RandomlyselectabasepointG∈EC, which Grepresentsasa large subgroup of EC,and

nistheorderofECpoints;
3. Bobrandomlychoosessecretkeydinrange[2,n];
4. Computes QB= d*G;
5. MakeQBpublic-keyanddsecret-key.

Encryption:WhenAlicewantstosendthemessageMtoBob,shefollowsthefollowingsteps:
1. ThemessageMisrepresentedasapointoftwonumberswhichM=(m1,m2);
2. Sherandomlychoosessecretkeyeinrange[2,n];
3. ComputeQA=e*G,whereQAisapublic-keyofAlice;
4. ComputeSSK=e*Qb,(i.e.SSK=e(d*G)),where(Sharedsecretkey)SSK=(k1,k2);
CiphertextC=(c1,c2)isobtainedbythefollowingequation:

c1=m1*k1modp
c2=m2*k2modp

Decryption:Ontheotherside,Bobreceivestheencryptedtextforthepurposeofturningitintothe
originaltextasfollows:
1. ComputeSSK=d(QA)=d(e*G);
SubtractSSKfromtheciphertextpointC:

m1 = c1 * k1
-1modp

m2= c2*k2
-1modp

MultiplicativeHomomorphicEncryptionofmodifyingMenezes-EllipticCurve:

Enc(m1*m2)=Enc(m1)*Enc(m2)

where:

Enc((m1,sk),pk)=m1*k1modpandEnc((m2,sk),pk)=m2.k2modp
Enc(m1*m2)=(m1*k1modp)(m2*k2modp)
Enc(m1*m2)=m1*m2(k1*k2)modp

11. CoMPARISoN oF SEVERAL SCHEMES oF HoMoMoRPHIC ENCRyPTIoN

Table 1 presents schemes of partial homomorphic encryption with his homomorphic properties
whichcanoperatewitheitheradditionormultiplicationoperations(RSAcryptosystem,Goldwasser
cryptosystem, Elgamal cryptosystem, Paillier cryptosystem) except BGN which operates with
homomorphicadditionandonehomomorphicmultiplication(Gerasimov,Epishkina,&Kogos,2017).



International Journal of Information Security and Privacy
Volume 13 • Issue 2 • April-June 2019

78

12. THE PRoPoSED SySTEM

Theauthor,proposedasecuresystemtopreservesBankinformation,sointhispaper,wepropose
analgorithmworkonthebaseofdecimalbiginteger.Thesecretkeyoftheproposedalgorithmis
generatedbasedonellipticcurvecryptography,andusedtoencryptallpersonalinformationinthe
bankbecausethesensitivityoftheinformation,sincenooneisallowedtoknowitscontentsoreven
accesstoit.Therefore,analgorithmhasbeenproposedtoencryptthisinformationandbedealtwith
byusingHomomorphicEncryptiontoreachtheintendedpersonfor thepurposeofdealingwith
privatedatainitasinFigure3.

Stepsofimplement:

1. Setup:WedependNISTsecurityparameter(SP)ofEllipticCurvewith160-bittobeusedin
keygeneration,sothatSP=(B,a,b,p)whereBistheBasepointofECC;

2. Keygeneration:
a. Selectrandomnumberd;
b. ComputeK,K=d*B=(k1,k2);
c. Makesecretkeysk=k1;

Table 1. (PHE) Partially Homomorphic Encryption

Encryption Scheme Addition Multiplication Application

RSA(Gerasimov,Epishkina,&
Kogos,2017) No yes Bankingandsecureinternet,andcredit

cardtransaction

ElGamal(Kocaba,2016) No yes Hybridsystems

Paillier(Sharma,2016) yes no Thresholdscheme,e-votingsystem

Goldwasser-Micali XOR no Cloudcomputing

BGN(Chauhan,Sanger,&
Verma,2015) yes 1 Securityofintegerpolynomials.

Elgamal-EllipticCurve
(Goldwasser&Micali,1982) yes no CloudComputing,E-voting

MenezesEllipticcurve
(Sunuwar&Samal,2015) No yes CloudComputing,E-voting

Figure 3. System model
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3. Encryption:
a. ConvertplaintextPT=(m1…mn)tothecorrespondingdecimalnumber;
b. ci=mi*k1modp;

4. Decryption:
a. RecoverthePlaintextfromCiphertext(C);
b. mi=ci*k1

-1modp;
EvaluationofHomomorphicEncryption:

c1*c2=Enc(m1)*Enc(m2)

where:

c1=m1*k1modp
c2=m2*k1modp

then:

c1*c2=(m1*k1)*(m2*k1)modp
c1*c2=(m1*m2)*k1

nmodp

Therearetwosides,clientandserver,theclientusesthesecurityparameter(SP)togenerate
secretandpublickeywith160-bit,thesecretkeyknownonlybytheclienttobeusedfordecryptthe
plainttext.Theserverreceivestheencrypteddatatobestoredattheserverstorage.Whenthereisa
specificrequestfromtheclient,theserverretrievestheencrypteddatafromtheserverstoragethen
performscomputationonthecihpertextuntilwereachtoresult(y),theencryptedresultsaresentto
theclientfordecryptionandperformcertainprocessesasinFigure3.

13. EXPERIMENTAL RESULTS

13.1. The Implementation of Proposed Algorithm
Table2showstheencryption/decryptiontimeoftheproposedalgorithm,ElGamalandRSAalgorithm
processesinmillisecondusing160-bitasakeysize.Figures4and5showstheencryption/decryption
resultsplotoftheTable2.

TheevaluationofHomomorphicEncryption represents thecorrect relationshipbetween the
originaltextanditsencryptionsothatweobtainidenticalresultsinthecaseofevaluationofthe
originaltextandencryptiontextatthesametime,Therefore,thisimplementationrepresentsthetime
requiredtoreachmatching.

13.2. Comparison of Implementing Algorithms
Inthispaper,severalmethodsareusedwithadifferentsecuritylevel,thereforethesecurityispassed
onthemechanismofECCpublic-keyin termsofstorage,spaceandspeed.Computationcost is
obtainedbythetimeit takesfromencryptionprocess.Communicationcost isobtainedfromthe
exchangenumberofbytesonthecommunicationchannel.

AnexperimentisperformedamongRSA,PaillierandECChomomorphicencryptionalgorithms
usingdifferentmessagesize(32,64,128,256,512,1024)bytesfor thepurposeofcomputation
cost,andthesizeofthekeyinthatexperienceis512-bit,wherewenoticethattheECCgivesthe
bestperformanceandresultswhencomparedwithRSAandPaillierintermsofcomputationand
communicationcostareshowninFigures7and8.
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14. CoNCLUSIoN

Thispaperexplainsthebasicpartialhomomorphicencryption(PHE)conceptanddifferentasymmetric
encryptionalgorithmsdependingonthepropertiesofhomomorphicencryption,anditisconsideredas
animportantkeyforpeoplewhowishtoconducttheirresearchinaspecificcryptographicalgorithm
basedonhomomorphicencryption.Thispaperhelpsustoproposeanalgorithmthatcanbeapplied
tothehomomorphicencryptionforthepurposeofprivacypreservationofthebank’scustomers,
ThereforetheproposedalgorithmmaybesimilartoMenezes-EllipticCurvescheme,butwithon
keydigitandalsoisevaluatedwithanotherschemeandgetabetterperformancebecauseitworks
asECC,whereitgivesusthebestefficiencycomparedwithRSAandPaillierintermsofkeysize,
lessstorageandspeed.ThispaperalsopresentsanoverviewofPartialHomomorphicEncryption.

Table 2. Execution time of encryption and decryption text

Message Byte

Time in ms and 160-bit Key Length

Proposed Algorithm ElGamal RSA

Enc Dec Enc Dec Enc Dec

5 0 1 1 3 6 10

10 1 1 1 4 9 21

30 2 4 3 13 32 53

50 3 9 4 29 72 119

100 7 16 8 55 219 388

Figure 4. Encryption time for the text using 160-bit key length
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Figure 5. Decryption time for the text using 160-bit key length

Table 3. Evaluation of proposed algorithm, ElGamal and RSA algorithm with key size 160-bit

No. # Byte Proposed Algorithm ElGamal RSA

1. 5 0 0 1

2. 10 0 1 2

3. 30 1 2 3

4. 50 1 2 4

5. 100 2 3 8
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Figure 6. Evaluation time of homomorphic encryption using 160-bit key size

Figure 7. Comparison of ECC, RSA and Paillier in terms of computational cost
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Figure 8. Comparison of communication cost between ECC and (RSA, Paillier)
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