curves cryptographic techmique

8 Q

i Sign Window Help

2012 - Eliptic curv.. X

O n A00Q -5 F BZ4HT0

Ellptic Curves Cryptographic Techniques

AliMakda Sagheer
Departmentof Information System
Collge of Computer
University of Anbar, Ramadi g
Al makki e org

Abstract=The securiy ssues are very important for nformation
fechnology applicafions now  day such as ATM and Smart
cards, One of the recent public Key eryptosystems is Elliptic
Curves Cryptography. The group of the ellptic curse points
forms an A belian group, that is a suifable choice for consructing
the Ellptic Curve Discrete Logarithm Problem (ECDLP), This
e o create cipher system based on the difficulty of it solution,
That is open a new windows for treatment with special proups
and new operations

This paper provides three proposed fechniques a5 a
modification of ElGamal cryptosystem based on the elliptic
curves, a5 well as, implement these techniques, compute the
computational complexity of these methods compared fo the
original methods, compare these methods with the - orpinal
methods i rumning fime of several messages have diffeent szes,
A great reduction in calculation fime fs resulfed, also these
fechniques makes the cipher text more confused than cipher fext
Which resuted from originalfechniques

Kepword-component; Ellptic Curves Cryptography; Discree
Logarith Problem; Elipc Curve Discrete Logarithm Problems;
FlGiamal; Menezes-Yanstone

B0y v o

both cryptosystems for-eneryption/Geryption and gl
slgnatures,

As we have seen, the it length of ey forsecure RA i
tcreased over the development of technology, and this hes put
a beavier processng based on applictons using RSA, This
bukn has implcations, espectally for e-comnene
applications tha conduct arge number ofsecur: transmision,
Recenty,computing system hasbeen challenge RSA, This kd
o the atractont te eliptc cuvecryptograhy (ECC).

BCC hes some advantages He kess computing, sl
sorage capacty and arrow bandwidth compering wih offer
public-key ryptosystems 3}

The ECC 15 unlke ealier cryplosysem, an ellpt
carve works with a inte Abefan group fomed by the poins
on anellptc curve defned over a fnite ield. ECC canbe used
for encryption and decrypton schemes, Digit Sigmature
Algorith (DSA) and ey disrbuion 4]

BCC represen the higher strength per bitfor all known
public key eryptoystem because of the iffclty of the hard
problem upon which it s bsed. This geater cfficlty of the
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