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Security systems are a necessity for the deployment of smart vehicles in our society. Security in vehicular ad hoc
networks is crucial to the reliable exchange of information and control data. In this paper, we propose an
intelligent Intrusion Detection System (IDS) to protect the external communication of self-driving and semi
self-driving vehicles. This technology has the ability to detect Denial of Service (DoS) and black hole attacks on
vehicular ad hoc networks (VANETS). The advantage of the proposed IDS over existing security systems is that it
detects attacks before they causes significant damage. The intrusion prediction technique is based on Linear

Discriminant Analysis (LDA) and Quadratic Discriminant Analysis (QDA) which are used to predict attacks
based on observed vehicle behavior. We perform simulations using Network Simulator 2 to demonstrate that
the IDS achieves a low rate of false alarms and high accuracy in detection.

1. Introduction

Self-driving and semi self-driving vehicles are attracting increased
attention from both industrial and research communities due to their
potential positive societal and economic effects [1]. These vehicles
depend heavily on internal and external communications systems to
achieve goals, such as traffic safety, ideal exploitation of resources,
reduction of human error and reduction in the number of injuries and
fatalities from traffic accidents [2]. In other words, autonomous and
semi-autonomous vehicles operate without drivers and have the ability
to improve traffic flow for vehicles and reduce human errors [3].

VANETsS are external communication systems that support intelligent
transportation systems for vehicles [4]. VANETSs play an important role in
establishing a secure and safe environment for self-driving and semi self-
driving vehicles [5]. VANETSs applications can be classified into safety and
non-safety applications [6]. Real-time safety applications, fleet manage-
ment services, and traffic management and monitoring are the most
important uses for these networks [7]. Additionally, security systems are
very important for the safe operation of these vehicles [7]. Strong and
reliable security mechanisms are needed to protect information and
controller data as it is transferred between vehicles and their Road Side
Units (RSUs) in areas with radio coverage [8].

The IDS can be used as an effective tool to know when unauthorised
users are trying to gain access, already have access or have compro-
mised the network. However, when IDS is implemented for wired
networks, there are additional challenges in setting up IDS due to the
dynamic topolopies of ad hoc networks. Traditional security systems
are sometime unable to provide a safe environment and sufficient
protection for sensitive data [1]. Traditional methods can only identify
external attacks and they are unable to detect and block internal
malicious agents. In order to detect internal attacks, an intelligent
security system is proposed based on and trail data. This data is
collected from the trace file used to monitor normal and abnormal
behaviors in automobile vehicles. VANETS are a subclass of mobile ad
hoc networks (MANETS) [9]. There have been a few previous attempts
to secure MANETS routing protocols. For example, the Secure Efficient
Ad hoc Distance vector routing protocol (SEAD) [10], the secure on-
demand routing protocol - Ariadne [11], Authenticated Routing for Ad
hoc Networks (ARAN) [12], and Security-Aware Ad hoc Routing
(SAAR) [13], Resiliency Oriented Secure (ROS) [14], Secure Routing
Protocol (SRP) [15], Secure AODV (SAODV) [16], Secure Link-State
Protocol (SLSP) [17], and Cooperative Security-Enforcement Routing
(CSER) [18]. These routing schemes cannot completely eliminate all
internal attacks, even when they are implemented correctly. This is due
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Fig. 1. VANETSs Architecture.

to attacker presence inside the network with adequate credentials. For
instance, a compromised mobility node holds all of the vital crypto-
graphic keys and can easily launch several types of attacks, such as grey
hole attacks, routing loop attacks and black hole attacks. Thus, it is
important to develop responsive detection techniques for VANETS that
are applicable to the aforementioned attacks. Fig. 1 illustrates how
communications take place between vehicles and RSUs in a single zone,
VANETs allow mobile vehicles to communicate with other vehicles
(V2V) and with infrastructures on the roadside (V2R).

It is necessary to create an intelligent anomaly IDS to secure
routing protocols on the network layer from potential internal and
external attacks. Thus, the intrusion detection forms secondary de-
fense. The IDS can be used as an effective tool for identifying when
unauthorized users are trying to gain access, already have access or
have compromised the network. However, when IDS is implemented
on wired networks, there are additional challenges in setting up the IDS
due to the dynamic topologies of ad hoc networks. An IDS has recently
been used in external vehicle communications to identify and block any
attacks that target the communication systems. Decisions made in the
detection frameworks are based on the current normal and abnormal
behaviors of the monitored self-driving vehicles [8,19,20]. The con-
tributions of this paper are summarized as follows:

e An intelligent IDS using Linear Discriminant Analysis (LDA) and
Quadratic Discriminant Analysis (QDA) to detect anomalies and
malicious behaviors for self-driving and semi self-driving vehicles.
The proposed security system is not dependent on expensive
external hardware such as Radar, Lidar, computer vision, or any
RSUs.

Section two discusses related work in the domain of security systems
in ad hoc networks. Section three discusses intrusion detection systems.
Section four describes the simulation system and section five describes the
simulation results. Section six discusses generalized results. Section seven
contains our conclusion and outlines future works.

2. Related works

Autonomous vehicles are becoming increasingly open and con-
nected to the external environment. This development increases the
possibility for attacks as it enables intruders to launch various types of
attacks on vehicles [6]. These vulnerabilities have direct negative
effects not only on passengers, but also on pedestrians around them.
The external communications system used for self-driving and semi
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self-driving vehicles face many security issues in their wireless com-
munications. The role of an IDS is to collect traffic data from the
communications system, analyze it and then identify/blocking any
malicious behaviour in the VANETS.

Wireless communications systems in autonomous vehicles helps to
prevent common problem such as drivers errors. Additionallly,
VANETSs supply critical information emergency cases, such as warning
and notification messages. Thus, security and privacy are considered
very important issues for VANETs. Although many previous studies
address the problems in VANETSs, many security issues that remain still
need to be addressed. Studies such as that by Ozgur et al. have
employed cognitive techniques to enhance communication perfor-
mance in wireless sensor networks [21].

2.1. Packet drop intrusion detection

Alheeti et al. [22] designed an intelligent IDS for securing controller
data and information as it is transferred between self-driving vehicles
and their infrastructure. Malicious agents were detected and blocked by
an IDS in a radio zone. The detection system used Fuzzy Petri Nets to
enable sufficient protection. In [23], Uyyala designed an IDS in secure
MANETs which aimed at black hole and grey hole attacks. It could
detect and isolate malicious behavior in nodes. As a result, the authors
noticed improved network performance. In [24], the authors developed
an IDS to secure MANETs from potential attacks. It used a Fuzzy
Interface System (FIS) to detect abnormal behavior in MANETSs. The
IDS was capable of identifying packet-drop attacks with high accuracy
and a low false positive rates. In [25], an adaptive detection threshold
was used to design an IDS capable of identifying intelligent abnormal
activities in VANETs. The proposed system can immediately identify
any malicious behavior in VANETSs as data is extracted from mobile
vehicles. Additionally, it has the ability to detect malicious behaviors
while maintaining a high rate of packet delivery during the detection
process.

2.2. Routing protocols

Zaidi [26] presented an IDS using a statistical technique to detect
false information attacks. Traffic models were used to detect rogue
nodes in VANETSs. The authors used different types of parameters, such
as transmission intervals for a large number of vehicles, to distinguish
between normal and abnormal behavior. Ali et al. designed an IDS to
protect external communications for driverless and semi-driverless
vehicles [27]. The proposed IDS relied heavily on features extracted
from the trace file of Network Simulator v2(ns-2). Support Vector
Machines (SVMs) and Feed-Forward Neural Networks (FFNNs) were
used to build an intelligent IDS with the ability to detect and block two
common types of attacks: grey hole attacks and rushing attacks.

Coussement et al. designed an IDS to identify abnormal behaviors
that may have negative impact on the external communications
systems of mobile vehicles [28]. The proposed system examines
incoming and outgoing communication packets to detect attacks. It
uses a decision making mechanism to secure sensitive information of
VANETs. Two approaches to security are configured: one for vehicles
and one for RSUs. These systems work together to establish groups of
mobile nodes based on vehicle speed. The proposed security system is
based on a combination of two IDS schemes and the clustering of
mobile nodes.

2.3. Cross-layer intrusion detection

In [29], the authors proposed a cooperative IDS to identify black
hole attacks. It was based on a cross-layer architecture called MAC and
a network layer detection system using information from VANETSs and
vehicle conditions data to determine vehicle behavior. The cross-layer
security system reduced the number of false alarms and enhanced
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detection accuracy.

Marve et al. proposed an IDS based on a cross-layer architecture to
detect Denial of Service(DoS) and Distributed Denial of Service (DDoS)
attacks on various layers in the transfer protocol stack [30]. The
authors were able to design a security system that provides sufficient
protection for nodes in MANETSs while reducing the number of false
alarms.

In [31], the authors propose a cross-layer architecture IDS that had
the ability to detect malicious nodes and different types of DoS attacks.
Additionally, the proposed IDS could detect various kinds of sink hole
attacks and flooding attacks in an efficient manner.

Akyildiz et al. proposed a novel technology, called xG networks, to
fix common problems in existing wireless networks. The proposed
system has the ability to improve communication performance by
increasing the available communication bandwidth and improving
efficiency in bandwidth consumption [32].

Because the autonomous technology is a relatively new concept,
additional research and proposals must be performed in order to prove
its effectiveness and applicability. Security and privacy must be taken
into consideration to ensure the success of self-driving and semi-self-
driving vehicles. In our research, we propose a security system to
protect external vehicle networks from common attacks such as DoS,
black hole, and grey hole attacks. It is based on features from the trace
files generated by ns-2.

3. Intrusion Detection Systems (IDS) overview

Typically, VANETs have two security layers [33]. They are used to
protect the internal and external communications systems of autono-
mous and semi-autonomous vehicles.The two layers are an Intrusion
Prevention Systems (IPS) and an IDS [34]. Security measures are a
serious topic in automotive systems because the first layer alone
typically does not provide adequate security [35].

Additionally, the external communications of these vehicles can
provide a variety of safety and non-safety services, which aid in
increasing research efforts and the growing interest in security systems.
An IDS is seen as one way of protecting VANETS, as it can detect
malicious or abnormal activities in the host or network [36]. An IDS
has the ability to provide adequate security and privacy for systems and
networks because it plays a vital role in identifying and preventing
internal attacks, which cannot be identified or blocked by other security
methods. Furthermore, certain studies have confirmed that an IDS is
effective at detecting any unauthorized access [37].

3.1. IDS categories

IDS can be categorized in various ways. However, the major
classification is: misuse, anomaly, and specifications detection systems
[38]. Each detection method has certain qualities that separate it from
the others. These qualities can be positive or negative. However, all
these methods attempt to provide adequate security, prevent unauthor-
ized access, and detect all unauthorized access by malicious agents or
nodes [38].

e Signature-based system — This type of detection technique involves
a security system containing a database of the behaviors of possible
attacks. This data-set can be compared to the behavior of the system
and attacks are detected when there is a match.

Anomaly-based system — This detection system depends on known
behaviors. There is an attack if the system detects any deviation
from regular behavior. Additionally, the system depends on a profile
developed from the regular behavior of the network.
Specifications-based system — This detection system works based on
a set of conditions whose availability in the protocol or program is
necessary. An attack can be detected when these conditions are not
met.
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Fig. 2. VANETSs Architecture.

There are many mechanisms that can be used for the protection of
the communications systems in self-driving and semi-self-driving
vehicles. We have chosen to use an IDS because they are designed to
detect internal attacks, which is an advantage over conventional
security mechanisms such as cryptographic methods which cannot
detect internal attacks. We propose an intelligent IDS that uses the
behaviors of vehicles, which are collected from the trace file generated
by ns-2.

The proposed IDS is deployed on each vehicle that plays an
important role in detecting internal or external attacks on the
VANETs: of self-driving and semi-self-driving vehicles without the need
for additional hardware.

4. The proposed scheme

The proposed intelligent IDS first simulates malicious behaviors for
self-driving vehicles. The network simulator uses various tools to
establish a realistic model of abnormal and normal behaviors for
autonomous vehicles. In other words, mobility and traffic models are
generated in the early stages of the proposed IDS. An overview of the
architecture of the proposed IDS is shown in Fig. 2. The security system
requires a series of processing steps that are explained below.

The proposed IDS is largely based on behaviors features extracted
from the trace file generated by ns-2. These features indicate either
normal or malicious vehicle behavior. The extracted features require
pre-processing phase to prepare them for the training phase of LDA
and QDA. This preprocessing includes encoding, normalization and
uniform distribution. After preprocessing is complete, the extracted
dataset is ready for the training and testing phases of LDA and QDA.

4.1. Establish abnormal behavior

Here, a malicious agent behavior is added to ns-2 by using the
VANETs — Ad hoc On-Demand Distance Vector Routing (AODV)
protocol protocol. This protocol is used to evaluate the performance
of the proposed IDS. The generated behavior of a mobility node is
called a DoS agent when it makes network resources unavailable to the
proper users in the VANETs.

In order to generate DoS behavior in the VANETS, we must modify
some internal parameters for the two files in the routing protocol. In
other words, two files in the AODV-VANET must be modified to
establish the malicious behavior. These files are VANETs — AODV.cc
and VANETs — AODV.h. Additionally, the TCL scenario for VANET
requires a few lines of extra code for simulating this behavior under
specific conditions. The malicious agent is an abnormal entity that
causes dropped router packets. Furthermore, the malicious scenario
must update some functions in the TCL program in reder to run the
DoS functions that were established in the VANET — AODYV files.
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4.2. Create mobility and traffic scenarios

In this research, ns-2 is employed to evaluate the overall perfor-
mance of the proposed system and calculate the number of false
alarms. ns-2 uses software tools to generate a realistic environment of
malicious and normal behaviors for self-driving vehicles by providing
two types of inputs traffic and mobility scenarios. The tools are the
Simulation of Urban Mobility Model (SUMO) and MObilty VEhicles
(MOVE) [39,40]. These tools allow ns-2 to simulate the external
communications of vehicles in different scenarios.

SUMO is an efficient mobility program that has been used to
generate real environments in VANETs [41]. Additionally, SUMO
provides efficient computation, even in congedted city scenarios with
large numbers of vehicles [41]. MOVE is an extension of SUMO [41]. It
takes the output files generated in SUMO and converts them into ns-2
files. Bushra et al. presented a comprehensive survey of wireless
communications in urban areas. The authors classify all urban applica-
tion scenarios employed in design mobility systems in urban areas
[42]. The Manhattan urban mobility model is used to design mobility
and traffic scenarios for self-driving vehicles, and has been widely
adopted in scientific research [43]. Fig. 3 illustrates a traffic and
mobility scenario for driverless vehicles.

It shows the communications between vehicles and RSUs in a radio
coverage area. The Manhattan mobility model is used in design for
various reasons, such as flexibility and its common use in VANETS.

4.3. Features from the trace file

A trace file describes all events and actions of vehicle communica-
tion in a VANET. The proposed security system is based on features
that have been extracted from a trace file generated by ns-2 [44].
Typically, a trace file is divided into three subfiles: basic trace, internet
protocol trace and VANETSs - AODV trace [41]. However, the perfor-
mance and efficiency of the detection system depend on the type and
number of extracted features. In order to evaluate the efficiency of the
detection system, we used all 21 features from the trace file that reflect
behaviors of a mobility node on the street [1].

The proposed IDS is based on LDA and QDA which have the ability
to learn normal and malicious behaviors through a training phase. Cost
reduction and real-time detection enhancement are the major motiva-
tions for utilizing using artificial intelligence to build the intelligent IDS
[45].

4.4. LDA and QDA

Discriminant methods, whether linear or quadratic, are efficient
and mathematically robust and they often create classification systems
whose precision is comparable to more complex methods [46]. The
core idea of LDA is based on a Bayes' optimal classifier and a linear
separation hyper-plane is the basic class separator [47]. Eq. 1 is the
linear discriminant function [47]:

1—

deGo) = 2m] Do = ui' e — 2logm (k)
k (€Y
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where k representes normal and abnormal classes, z; is the prior
probability, x is the set of measurements, Y, is the covariance matrix,
and p, is the mean vector. QDA is a generalized version of LDA that can
only discriminate between two classes of points [48]. The discriminant
function of LDA is used for QDA after beingmultiplied by -2, as shown
in Eq. 2 [49]:

-1
&) =G — )" Z o — m) + logl Z | — 2log m
k k

(2
The discriminant rule for QDA is shown in Eq. 3 [50]:
di(y) = min dy(y) © max p¥’®
1<k<k I<ksk 3)

where p%/® is the posterior distribution. The training and testing
phases are applied are used in the experimental section.

4.5. Fuzzification of the data

The extracted features have a direct impact on the performance of
the proposed security system. In other words, the number and type of
features have a strong influence on the detection rate and the number
of false alarms. The dataset for the security system suffers from
common classification problems, such as normal and malicious agents
being non-obvious in the extracted features and an unclear border
between normal and abnormal behaviors. In this case, the optimal
solution is to use a fuzzification model on the dataset extracted from
ns-2. We design a mathematical model is to redistribute features and
cope with the ambiguity.

However, the mathematical model is proposed to address the
classification problem [51]. In a previous study, the security system
was designed without fuzzification model and had a false alarm rate of
12.24. After incorporating fuzzifcation, we obtain a false alarm rate of
only 0.17 [52]. Each feature value is distributed across the five values in
Eq. 4 with a range of [0.1] corresponding to: low, medium low,
medium, medium high and high.

f(x, a, b, ¢) = max(min((x — a)/(b — a), (c — x)/(c — b)), 0) (€))

Where x is the feature value and a,b andc represent the values of the
fuzzy domain. Fuzzification increases the detection rate of the proposed
IDS while reducing the number of false alarms.

4.6. Network simulator parameters and environment

In this paper, the communication system for self-driving vehicles is
built based on ns-2. ns-2 was designed to simulate wired and wireless
networks [39]. However, the designers faced problems in simulating
the external communications of self-driving vehicles with ns-2. A major
reason for this is that the basic ns-2 simulator was not designed to
support the simulation of VANETS. It was problematic for the designers
to simulate the VANETs of self-driving vehicles with ns-2 due to
unavailability issues. We use extra tools in conjunction with ns-2 for
simulating the VANETSs of self-driving and semi-self-driving vehicles.
The tools used are SUMO and MOVE [53]. ns-2 combined with these
traffic and mobility systems is used to create and intelligent IDS for
external communications systems in the real world. In this proposal,
the communication environment is composed of 30 cars and six RSUs
[39].

4.7. The proposed IDS

The proposed security system uses LDA and QDA to protect the
external communications systems of self-driving and semi self-driving
vehicles. It has the ability to distinguish between normal and malicious
communications between vehicles and RSUs. The proposed IDS
operates in the following six stages:
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e Stage I (Generate the traffic and mobility model): At this stage,
SUMO and MOVE are employed to generate suitable scenarios for
ns-2. The SUMO and MOVE output files are considered as input files
for the next step.

e Stage II (Network simulator): The behavior for vehicles, whether
normal or abnormal is generated for simulation. Two output files are
obtained at this stage, a trace file and a Network Animator (NAM)
file. Features are extracted from the trace file generated by ns-2.

e Stage III (Data collection and pre-processing): At this stage, the
trace file is used to extract communication features for vehicles.
Additionally, the extracted features are pre-processed by transform-
ing them into numeric values, and the values are normalized
between 0 and 1 using Eq. 5:

X — min

X =
max—min )

Normalizing data often increases the efficiency of LDA and QDA
while also increasing detection rate.

e Stage IV (Fuzzification): A fuzzy set is employed to convert the
extracted features into their fuzzified counterparts in order to fix
classification problem and dataset overlap.

e Stage V (Training phase): LDA and QDA are trained on the extracted
dataset. The raw dataset is divided into six subsets, each containing
ten thousand records. For each iteration of the training cycle, the
proposed system uses a different subset.

e Stage VI (Testing phase): At this stage, the proposed IDS is tested on
different subsets to calculate the detection rate and number of false
alarms. The testing phase has the ability to record performance
metrics for the system.

5. Experimental results

The detection system can identify normal or abnormal/malicious
behavior by using the proposed security system. We require real data
that reflects normal and abnormal behavior between vehicles and their
RSUs, to evaluate performance of the proposed IDS. In order to obtain
real data, we need to generate two kinds of scenarios and simulate
them under specific conditions. Raw data is generated from the trace
file generated by ns-2. These features describe the normal and
abnormal behaviors of self-driving and semi self-driving vehicles. The
performance of ns-2 is heavily dependent on these features. Table 1
lists the features used in our security system.

Table 1
Simulator environment and parameters.

Parameter Value

Simulator ns-2.35

Simulation time 250's

Number of nodes 30 Vehicles

Number of RSUs 6RS s

Type of Traffic Constant Bit Rate (CBR)
Topology 600x400 (m)

Transport Protocol UDP

Packet Size 512

Routing Protocol VANETs- AODV
Channel type Wireless

Queue Length 50 Packets

Number of Road Lanes 2

Radio Propagation Model Two Ray Ground

MAC Protocol IEEE 802.11p

Speed 50 m/s

Interface queue Type Priority Queue

Network Interface type Physical Wireless
Mobility Models Manhattan Mobility Model
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5.1. Performance metrics

In order to measure the efficiency and effectiveness of the proposed
IDS, we need to calculate performance metrics. The metrics we use are
divided into three classes [54]:

e Ranking metric: For this metric, we calculate four types of measures:
True PositiveTP, False PositiveFPk, True NegativeTN and False
NegativeFN. Additionally, Precision RatePR and Detection RateDR
are calculated for this metric. The accuracy of the system can be
calculated as follows [27]:

Number of correctly classified patterns
Accuracy =

Total number of patterns 6)

The aforementioned the measures are calculated as follows [55]: Let
TP=normal connection record classified as normal. TN=attack con-
nection record classified as attack. FP=normal connection record
classified as attack and FN=attack connection record classified as
normal. The metrics are calculated in the following equations.

TP
TPrate sensitivty) = m———
Rarebensiid) = rp L FN ™
TN
TNRale(speci/Iv[ty) = TIV-I——FP (8)

FN
FNgge = (1 — jtivty) = —————
kate = (1 = sensitiviy) FN + TP )]
FP
FPgrye = (1 = specificity) = ——
e = (1= spectfiein) = 15"y (10)

DR = Correctly detected attacks

Total number of attacks 11
TP + TN TP
DR = =
TP + TN + FP + FN TP + FP (12)

® Threshold metric: Classification RateCR and F-MeasureFM are
calculated in this metric. TheFM value falls in the range O to 1. It
is used to as a threshold and is the average of PR and Recall.
Additionally, Recall is the missing portion of PR meaning it is
equivalent to DR.

_ Correctly classified instances

CR
Total number of instances (13)
k= TPTPFNFM= o
+ PR + Recall (14)

® Probability metric: This is Root Mean Squared Error RMSE. The
best way to describe classification results is through creating a
confusion matrix by evaluating the performance of the proposed
intelligent IDS [27].

e Packet Delivery Rate (PDR): The PDR value is a ratio of received
packets at the destination vehicle over sent packets from the source
vehicle.

Y Number of packets received

PDR =
Y Number of packets Sent (15)
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e Throughput: The total number of packets exchanged in the VANET.
This is used to measure the effectiveness of the routing protocol.

Number of received* packets size

Throughput =

Simulation Time (16)

e End-to-end Delay. This is the calculated average packet delay based
on time. In other words, this metric is the average time required for
packets to get from the source node to the destination node.

> End Time — Start Time

End — to — end Delay =
Y Y Number of connections

a7)

5.2. Training and testing LDA-IDS and QDA-IDS to detect malicious
behavior

The extracted features are used in the training and testing phase of
the proposed IDS. We used 100-fold cross-validation to decrease biases
related to the random splitting of the data set between the training and
testing phases. The security system must be able to detect both new and
existing attacks. The obtained classification rate for LDA and QDA, as
well as the time and error rates are shown in Table 2:

In Table 3, we display four types of measures:TP, FP, TN and FN
for the proposed security system.

Additionally, we display some performance metrics for each of the
proposed IDS. LDA-IDS and QDA-IDS, for evaluation their perfor-
mance individually. The Classification Rate CR, Detection Rate DR,
Precision Rate PR, F-Measure FM,P-value and mean error are
provided in Table 4.

TheP-value is calculated to measure the difference between the
LDA and QDA methods. This value indicates that there is a significant
difference between the errors of the two methods.

The Packet Delivery Rate (PDR) and End-to-end delay are dis-
played in Table 5.

6. Discussion

The goal of our research was to design an intelligent IDS that
provides a secure environment for autonomous and semi-autonomous
vehicles. The IDS has the ability to detect abnormal behavior and take
actions to prevent attacks on the network, vehicles or passengers. In
the absence of an IDS, the security of the system cannot be guaranteed.
The proposed security system was implemented in six phases: genera-
tion of the mobility and traffic model, ns-2, generation of the trace file,
data collection and pre-processing, training and testing for LDA and
QDA, and a comparison of the performances of the two types of
proposed intelligent security systems.

In order to evaluate the performance of the proposed security
systems, we compared our proposed IDS with previous systems that
achieved error rates of 2.05 [1], 10 [28] and 19 [25], while our new

Table 2
Classification rate.

Accuracy — Test o Error Rate-
Class Phase Ui Train Phase
LDA-Normal 99.94% 8.79 0.385
LDA-Abnormal 81.09% s =
Accuracy— Test c Error Rate-
S Phase e Train Phase
QDA-Normal 91.07%
14.27s 0.397
QDA-Abnormal 78.87%
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Table 3
Alarm rate.

Alarm Type LDA QDA
True positive 86.44% 84.55%
True negative 92.73% 87.44%
False positive 7.27% 12.56%
: 0/ ,
False negative 13.56% 15.45%
Table 4
Performance metrics.
Performance
Class CR DR PR FM L= bl
value Error
LDA 88.87% | 86.44% 94.99% 0.9 8.7E- 0.385%
QDA 84.55% | 85.67% 91.07% | 0.88 08 0.397%
Table 5
Comparison performance.
Performance Metrics VANETs without IDS VANETs with IDS
Packet Delivery Ratio 43.59 96.67
Average End-to-End Delay 1.5442ms 1.4835ms
Average Throughput 34.21kbps 81.47kbps

Comparison Performance
100.00%
95.00%
90.00%
85.00% -
80.00% |
75.00% |

Classification Rate Detection Rate ~ Precision Rate F - Measure

mLDA mQDA

Fig. 4. performance compare between LDA and QDA.

security system achieved an error rate of 0.58. The average false alarm
rate of the system in [1] is 12.24, while we have achieved a rate of 9.91
with the proposed system.

Fig. 4 shows a performance comparison between the LDA and QDA
methods. The error rate for LDA-IDS was 0.385 and the TP and TN
measures fluctuated between 86.44 and 92.73 with excellent efficiency.
The FN alarm rate was approximately 7.27, which is a good indicator of
the feasibility of the design.

The error rate for QDA-IDS was 0.397. The TP and TN measures
fluctuated between 84.55 and 87.44 with excellent efficiency. However,
the FN alarm rate was relatively high at approximately 12.56. We could
enhance the detection rate of the proposed security system by switch-
ing between LDA and QDA dynamically based on different conditions.

Based on the experimental results, we can confidently say that LDA-
IDS is more efficient and effective at detecting abnormal vehicle
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behavior than QDA-IDS, and has a lower false negative alarm rate.
7. Conclusion and future work

We have proposed a reliable IDS to detect malicious behavior in the
communications systems for self-driving and semi self-driving vehicles.
The proposed IDS can detect abnormal behavior and take actions to
prevent attacks on the network, vehicles and passengers. It uses a
prediction scheme to secure the external communications systems for
autonomous vehicles. The proposed LDA-IDS has the ability to identify
the actions of a malicious agent. It is considered a novel protection
system for external communications because it is the first work
utilizing abnormal behavior prediction for securing VANETS.

The proposed IDS can identify and prevent DoS and black hole
attacks by monitoring routing tables and analyzing trace files generated
by ns-2. The generated trace files defines the behaviors in VANETs
based on the controller data and information that is sent, received,
forwarded and dropped in packets. The QDA method has a higher error
rate than LDA. Thus, we conclude that the simpler LDA algorithm will
generally achieve better performance than the more complicated QDA
algorithm. LDA and QDA can both make the proposed IDS more
efficient at securing VANETS.

A possible future extension of the security system is to enhance
RSUs with intelligent an IDS and to enhance vehicles with AI
techniques such as the k-Nearest Neighbors algorithm.
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