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Abstract

Embedded systems are increasing in many areas, some examples of an embedded system are mobile
phones, video game consoles, and industrial monitoring. Currently, interest with embedded systems is
concerned with the issues of the providing safety, privacy and security. Security techniques rely on
keeping the keys hidden, system can be exposed when the keys are described. We propose a system based
on ICMetric that exploits the features of an embedded device to produce the identification of device. This
paper proves that unique device features can be utilized to present an identity to a device which can be
consumed for the providing security. The ICMetric technology has the facility to protect the systems by
exploiting features of device. The proposed system uses the embedded MEMS magnetometer, gyroscope
and accelerometer in the myAHRS_plus sensor to create a device ICMetric. An intelligent wheelchair is
required which is equipped with the MEMS sensors. The proposed system is built on the features which
have been produced by bias values of magnetometer, gyroscope and accelerometer. Reading generated
from sensors are analyzed statistically to generate a triple ICMetric numbers used for device
identification. The ICMetric number is not stored on the system and can be reproduced when necessary. If
the system is attacked, there will be no theft because the ICMetric number is non-store. The proposal
system proves that using MEMS sensors to generate an ICMetric number which using for device
identification increase authentication and security of embedded devices.

Keywords: accelerometer; device identification; embedded systems; gyroscope; ICMetric; magnetometer.
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. INTRODUCTION

Embedded systems exist in many devices.
Cellular phones, toys, PDAs, home appliances,
automotive and aircraft devices, and industrial
equipment an example of daily products of
embedded systems. The main characteristics of
an embedded system are accomplished a specific
operation and must compute certain results in
real time with no delay. It must be based on a
microprocessor or micro-controller. Embedded
system basic structure explained in the figure (1)
include many elements each of them have a
specific task and these differ from the typical
desktop or laptop computer [1].
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Figurel. The basic structure of an embedded system [1]
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Using of embedded systems nowadays has
increased in most aspects of life with which one
application can perform large-scale operations.
Embedded devices are networked through
wireless links of communication to complete
valuable jobs [2]. security of embedded systems
is a key feature of the design of embedded
systems and is how a main area of study because
the wireless communication channel between
the embedded devices makes them exposed to
attacks [3]. The ICMetric is a technology that
has been used to ensure security in embedded
systems [4]. ICMetrics utilized device features
to present identification to the device [5].
ICMetric uses unique device features to generate
a basis number, which can be consumed to
generate device identification [6].

In this paper, the proposed ICMetric security
system apply a novel aspect to present security
systems. The proposed system uses bias
readings generated from the magnetometer,
gyroscope and accelerometer sensors to generate
an ICMetric number used to supply
identification of the device. Using ICMetric
number generated from sensors increases
security and identification of the device. We
introduced ICMetric-security system to provide
security for the intelligent  wheelchair

application. The proposed system exploits
ICMetric technology in providing identification
of intelligent wheelchair used by persons need it.
The rest of this paper is organized as follows:
section 2 provides related works; section 3
summarizes integrated circuit metric (ICMetric);
section 4 discusses the proposed ICMetric
security system; in section 5 we talked about
magnetometer, gyroscope and accelerometer
sensors followed by exploiting MEMS
imperfections in section 6; our experimental
setup discussed in section 7; We explain how the
ICMetric number is generated in section 8;
section 9 shows experimental results; discussion
introduced in section 10; conclusions are
mentioned in section 11.

Il. PURPOSE OF THE STUDY

In this paper, the system presented an attempt
to improve embedded devices security. The
proposed system employs ICMetric technology
which suggests using device features to create
ICMetric number used for identification of
device.

I11l. RELATED WORKS

Several researchers present a wider framework
of security that is made on ICMetric technology.
This section presents some previous studies
related to this work. Hasan T. et al. tested their
proposed system on health sensors provided
with an accelerometer. They are produced an
ICMetric number from readings are achieved
from the sensor. They have exploited the
accelerometer sensor to create an ICMetric
exploited to apply identification of the device
[7]. In [8], the authors used the MEMS
accelerometer to create sensor identification. In
the proposed scheme they have combined the
ICMetric functionalities with the protocol of a
symmetric key for supplying confidentiality,
access control and authentication of health data
in an efficient manner. Khattab M. and Klaus M.
offered a system based on ICMetric technology
that used the bias reading characteristics of
infrared sensors to supply defense to the external
communication of autonomous vehicles [9]. In
[10], the authors proposed a system based on
ICMetric technology that uses the MEMS
gyroscope and features of the system to produce
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a vehicle identification. The proposed system
has a significant capability to defend against
attacks. In [11], the author studied activity data
as an ICMetrics feature and examined how the
number of samples of the feature values affects
ICMetrics system’s performance. Hasan T. et al.
proposed the system for the supporting of
wearable devices security based on ICMetric
technology that exploits the features of a device
to provide an identification. They are using an
accelerometer and gyroscope sensor to produce
device ICMetric [12].

IV. INTEGRATED CIRCUIT METRIC
(ICMETRIC)

The ICMetric is a technology that depends on
the device characteristics to prove security.
There are differences in the internal environment
of the devices, although these devices have the
same model and the company manufactured.
Addresses, serial numbers, program counter
data, data in the RAM, data in the cache and
other features can be employed for ICMetric
generation a basis number for apply device
identification [13]. Each device is unique
therefore, the feature that makes each device
different can be exploited to generate a unique
number for each device. The ICMetric number is
not stored on the system and can be recreated
when necessary. If the system is attacked, there
will be no theft because the ICMetric is non-
store [14].

ICMetric system generation requires two
phases which are the calibration phase to collect
feature values of the system for normalization
processes. In this phase, the features mapping
studied for their skewness, confidence interval,
standard deviation, and inter-quartile range. The
second phase is an operation phase to distribute
each extracted features for typical sensors.
Operation phase includes two techniques which
are feature addition and feature concatenation
that can be used for linking the individual
feature values [8].

V. ICMETRIC-SECURITY SYSTEM
Current defensive mechanisms are

insufficient for preventing attacks in the device
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since they need ICMetric security system as a
protection system to raise their security.
ICMetrics technology rely on measurable
features, which have been gained from the
properties of a particular embedded device [15].
In this research, we will integrate ICMetrics
technology with medical intelligent wheelchair
to provide identification and security. The
control architecture of intelligent wheelchair
used in this research is shown in Figure 2. Our
experiment used bias readings extracted from
MEMS  (gyroscope,  magnetometer  and
accelerometer) sensors embedded in intelligent
wheelchair to provide identification.

Figure 2. The intelligent wheelchair used in this research
16

The focus is on using[ I\}IEMS sensors that are
embedded in current systems. In this research,
the bias reading that has been applied by
magnetometer, gyroscope and accelerometer
sensors devices is utilized to generate ICMetric
security system. The bias readings were utilized
to produce an ICMetric basis number that used
to supply identification for the device.

The phases of the proposed identification
system; explained as below:

e The first stage related to reading
extraction from the magnetometer,
gyroscope and accelerometer sensors to
generate an ICMetric number. simple
statistical and mathematical works are
used to produce the ICMetric number.
The ICMetric number used in the
ICMetric-security system. Figure 2
displays the myAHRS-plus sensor
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which contains the magnetometer,
gyroscope and accelerometer sensors.

DG
2

Figure 3. myAHRS_plus sensor [9]

e Pre-processing is the second stage in
the proposed system. Features are
required transferring some letters and
symbols into numbers and extracted
features are normalized to make the
performance of  ICMetric-security
system more effective.

e Training phase- support vector
machine (SVM) is the third stage in
the ICMetric security system. The
SVM is trained with the dataset for
generating  the  ICMetric-security
system.

e The testing phase is the fourth Stage to
determine the accuracy of the detection
rate and four types of alarms.

The general design of the proposed security
system is presented in the figure 2 where the
proposed system includes many phases start
with extract reading from MEMS sensors to
generate ICMetric number used for device
identification.
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Figure 4. Overall ICMetric system Architectural

The proposed security system it is based on
features that are obtained from characteristics of
an intelligent wheelchair sensors. The generated
features can be utilised to provide identification
for the device. For ICMetric generation those
features which can be signified as a unimodal
distribution are chosen. At first the proposed

system generates the bias reading by the
magnetometer, gyroscope and accelerometer
sensors to apply ICMetric numbers serves for
identification.

V1. MEMS SENSORS
Micro-electro-mechanical-system  (MEMS)
include a magnetometer, gyroscope and
accelerometer sensors, because of their small
size and low costs are widely used in many areas
[17]. Magnetometer sensors are now used in
many fields, in response to the demands of users
in the automotive industry, Judgment,
military/aerospace  and  consumer  [18].
Magnetometers are used with a magnetic field
vector of the earth to determine the heading of
the device, for example, a digital compass.
Magnetometers are affected by magnetic field
troubles that can cause bias, scale, and loss of
orthogonality in the signals measurement [19].
Micro Electro Mechanical System (MEMS)
technology provides the most popular MEMS
magnetometers. intelligent wheelchairs used
MEMS magnetometer sensors for measuring
and detecting magnetic fields. Hall Effect,
Magneto-resistive effect and fluxgate effect are
the most common principles in magnetometer
sensors. Magnetometer sensor based on Hall
Effect to measure the magnetic fields [20][21].

The MEMS gyroscope is a sensor built
on the Coriolis impact [22]. Gyroscopes fixed on
a frame and able to measure an angular velocity
if the frame is rotating [23]. Gyroscopes used in
many applications in intelligent wheelchair,
industrial robotics, space, and automobiles.
Gyroscope using widely in smartphones where it
gives us a new way to interface for motion and
gestures with our smart device [24]. The MEMS
accelerometer is a micro-electromechanical
sensor which is very sensitive sensor and
capable of detecting the tilt. Accelerometer used
in many applications for example intelligent
wheelchair. This sensor changes the direction of
the wheelchair depending on tilt [24].
Magnetometer, gyroscope and accelerometer
sensors play an important role in designing
intelligent  wheelchairs  applications.  The
proposed system depends on features which
have been generated by bias readings of
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magnetometer, gyroscope and accelerometer
Sensors.

VII. MEMS IMPERFECTIONS
EXPLOITATION

The manufacturing process of MEMS
magnetometer, gyroscope and accelerometer
presents slight imperfections that lead to the
generation of bias in these sensors. When the
MEMS ingredients is collected, then a bias is
presented. More bias can be created due to strain
applied by the board. Since several factors affect
the sensors operations, therefore the presented
bias is a task of several variables which cannot
be expected and these variables are outside of
the manufacturer control [7]. Hardware devices
when  being  invented are  presented
imperfections. MEMS sensors are placed on the
board; simulation is used to supply bias. When a
sensor is under operation, its accuracy of output
is affected by unclear damages [25]. There are
many types of powered effects that generate
sensor bias while the electrical safety is
preserved. Sensors biases are different from one
to another. Calibrations try to reparation for
readings error by combining a linear value into
the raw values acquired from the sensor [26].
The new concept is applied by using sensor
imperfections with the ICMetric technology.
Earlier researches proposed the sensor bias for
only device identification.

The ICMetric uses the sensor features and
bias to supply identification which is utilized for
security services [27]. Devices have many
features which can be used for identification
processes. The difficulty with using features of
devices is that particular features are hard to
produce or cannot apply device identification
only. Features of the device are used for
generating an ICMetric. Different readings being
extracted because several samples of the same
device combined with the same sensor even
when the same stimulus is being offered [28].

VIIl. EXPERIMENTAL SETUP
Our experiment involves of a myAHRS plus
sensor placed on a board free from trembling
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and magnetic intervention [29]. The
myAHRS_plus sensor is equipped with a 3-axis
magnetometer, gyroscope and accelerometer
sensor. The myAHRS_plus is considered one of
the most accurate sensors in the scientific
research area. It is an embedded sensor triple
axis magnetometer, gyroscope and
accelerometer with a sensibility of +16g. Several
numbers of bias reading are gained from
myAHRS_plus to produce ICMetric basis
number. The security system required to
determine the optimal number of offset readings
used to apply device identification [30].

Using the myAHRS plus sensor as an
experimental platform, we obtained 1000
individual readings from the magnetometer,
gyroscope and accelerometer sensors. The
output readings from the sensors are used to
prove that each sensor works differently when
exposed to the same stimulus. Each axis of
magnetometer, gyroscope and accelerometer
sensors possess an exclusive bias which is
presented in the readings. Our experiments also
approve that the bias of sensors is unique and
represent an implicit feature of sensors because
it cannot be expected for any specific sensor.
When the values are gained a statistical and
mathematical analysis is prepared on the data
acquired. Statistical differences for histograms
achieved from different sensors make the bias of
magnetometer, gyroscope and accelerometer
sensors a helpful feature for ICMetric
generation.

IX. GENERATION OF THE ICMETRIC
IDENTIFICATION

The ICMetric generation requires
mathematical processes and a statistical analysis
of the values of the features [8]. The features are
chosen for ICMetric generation, these features
can be indicated as a unimodal distribution [12].
The reading extracted from the magnetometer,
gyroscope and accelerometer sensors utilized to
generate a frequency distribution which will
cause in a histogram that shows the unimodal
distribution [31]. The number of readings

Vol.54 No.3
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required and produced from the sensors is
determined by factors like accuracy and the
sampling rate of the sensor [27]. For ICMetric
generation process, probability mass (x)
function is needed to determine the precise value
from the bias reading. If we assume that x
represents the mean, x is represent specific
sample reading from the magnetometer,
gyroscope and accelerometer and n is a total
number of reading then [7].

— 1 .
X =-3x 1)

In order to complete ICMetric generation
process and compute probability mass (x)
function, we must calculate  the standard
deviation o?:

2= p () (x=%)° )

We can calculate probability mass (x)
function as below:
1 —(c—p)?
p(x) = —=e 27 3)
Confidence interval CI is computed for more
analysis. If Xxis the mean, o is the standard
deviation and n is the number of observations
then the the 95% confidence interval CI is given
in the equation (4) where the numeric value v
equal to 1.96 [12].

CI of upper and lower bound presented in
the following equation:

Cl=x v (@)

Bl

Our experiment show that there is a
considerable difference between the readings
extract from a sensor. This difference adequate
for producing an ICMetric number. Given in
figure (5), (6) and (7) are diagrams that display
normalization for three separate magnetometer
sensors. We have supplied the behavior of x, y
and z axes of three separate magnetometers.
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Figure 5. (a) graph of x-axis (b) graph of x-axis (c) graph
of x-axis of reading acquired from three various
magnetometer sensors.
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gyroscopes. We are presented the behavior of X,
y and z axes of three separate gyroscopes.
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Figure 7. (a) graph of z-axis (b) graph of z-axis (c) graph
of z-axis of reading acquired from three various
magnetometer sensors.

Given in figure (8), (9) and (10) are diagrams
that display normalization in three separate
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Figure 8. (a) graph of x-axis (b) graph of x-axis (c) graph
of x-axis of reading acquired from three various gyroscope
Sensors.
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Figure 9. (a) graph of y-axis (b) graph of y-axis (c) graph

of y-axis of the reading acquired from three various
gyroscope Sensors.
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Figure 10. (a) graph of z-axis (b) graph of z-axis (c) graph
of z-axis of the reading acquired from three various

gyroscope sensors.

Given in figure (11), (12) and (13) are diagrams
that display normalization in three various
accelerometers. We have provided the behavior

of x, y and z axes of
accelerometers.

three various

number of iterations
[Fa
8 3

acceleration (m/s%)

& & >
) & &
NG "2 oF

o
5
o

O
&
SV oV
T 5

@)

number of iterations
"
8

"l o 5
SV <a & G4
& A ¥ o o5 & 2 o 4
B O T O - e 4
G} S R A +* W ST @ g
K S - o A @ B »
acceleraion (m/s®)
300
250
= 200
..!
E 150 4
2
=
S 100 -
E]
E 5p -
H
o4
> @ u & A @ o ~
& a° & & > @ O
A o G nd ) ¥l 5 D %l
& LR s S T L )
oS S EANC N HIN. RN
RO RO AF & Wl
acceleration (m/s?)

©

Figure 11. (a) graph of x-axis (b) graph of x-axis (c) graph
of x-axis of reading acquired from three various
accelerometer sensors.
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Figure 12. (a) graph of y-axis (b) graph of y-axis (c) graph
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Figure 13. (a) graph of z-axis (b) graph of z-axis (c) graph
of z-axis of reading acquired from three various
accelerometer sensors.

The analysis in this experience displays that the
readings are singular for every sensor. Our
experiment show that each sensor has a singular
bias which can be exploited to produce the
device ICMetric. The x-axis readings for the
graph a, b and c in the figure 5 are different.
Similar results are displayed in (y, z) axes
diagrams in 6 and 7 figures. The diagrams
display that each sensor owns a dissimilar bias
even at the same axis. Every sensor will produce
single statistical and mathematical findings. A
statistical analysis is required to verify that there
is adequate bias necessary to apply ICMetric. A
statistical analysis of the value acquired from the
magnetometer, gyroscope and accelerometer
indicates that every sensor presents a single bias.

Table 1, table 2 and table 3 show the metrics for
the diagrams applied in figure 5, figure 6 and
figure 7 respectively.

Table 1. X-axis statistical analysis for two separate
magnetometers

Vol.54 No.3

R A :
R A N PPt AP S X-axis
acceleration [m/s?)
Magnetometerl Magnetometer2
(@)
nfiden
— Confidence | 1> 499.103.005) | (-102.521,-103.018)
interval
i Mean -102.7524674 -102.7699637
i Standard
= andar 4.086745963 4.015104407
o s o e .o " e o e s Deviation
< 6{"6\ {9@@ \#P"’ - & ’36?'\."’ r u,'a@t,@wcﬁ'ib‘%’\%@'ﬁb q@@@ @15.@
M o ot T Skewness -0.024220124 0.065459667
(b)
oo Table 2. Y-axis statistical analysis for two various
250 magnetometers
Elso Y-axis
;;IDD'
2 0 Magnetometel Magnetometer2
7 o & o T T T o Confidence
N I P T . (-72.3290,-72.7858) | (-72.5730,-73.0026)
acceleration (m/s?) interval
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Mean -72.55744499 -72.78785363 Star?de}rd 1946444674 1458852046
Deviation
Standard
Deviation 3684409234 3466054182 Skewness -0.072086021 0.215075162
Skewness 0.126656585 -0.016225336

Table 6. Statistical analysis of z-axis for two various

gyroscopes
Table 3. Statistical analysis of z-axis for two various
magnetometers Z-axis
Z-axis Gyroscope-1 Gyroscope-2
Magnetometl Magnetometer2 Confidence int. (0.1943,0.1086) | (0.2285,0.0459)
C?:t:i?;ce (60.2369,50.9063) | (60.37434,60.0407) Mean 0.151523562 0.137225
Standard dev. 0.691476508 1.473156
Mean 60.07166967 60.20756554
Skewness 0.161009518 0.115859
Standard 2.666794659 2.690850552
Deviation
Skewness 0.016271328 -0.04191755 Table 7, table 8 and table 9 show the metrics for
the graphs shown in figure 11, figure 12 and

figure 13 respectively.

Table 4, table 5 and table 6 show the metrics for
the graphs shown in figure 7, figure 8 and figure
9 respectively.

Table 7. Statistical analysis of x-axis for two various
accelerometers

X-axis
Table 4. Statistical analysis of x-axis for two various
gyroscopes Accelerometerl Accelerometer2
K-axis Confidence | g 1775 7 g4g7) (9.3159,9.0025)
interval
Gyroscope-1 Gyroscope-2
Mean 8.01314065 9.159219616
Confidence
- (-0.2798,-0.4109) (-167.049,-167.199)
interval Star?da_\rd 2.652895942 2 527947461
Deviation
Mean -0.34538804 -167.12482
Skewness 0.370291516 0.100232538
Standard 1.057460501 1.211160058
Deviation
Skewness -0.109740322 0.641566849 Table 8. Statistical analysis of y-axis for two various
accelerometers

Table 5. Statistical analysis of y-axis for two various

gyroscopes
Y-axis
Gyroscope-1 Gyroscope-2
Confidence | 1644 0.4057) | (-530.354,530.534)
interval
Mean -0.285080131 -0.530444435

Y-axis
Accelerometerl Accelerometer2
Confidence | 4973 0.7851) (0.0907,-0.0867)
interval
Mean -0.641291534 0.002032883
Standard
Deviation 2.321628014 1.431675069
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Skewness 0.033822549 -0.211393438 TP = normal behavior classified as normal

Table 9. Statistical analysis of z-axis in two various
accelerometers

Z-axis
Accelerometerl Accelerometer2
Confidence | | yq7 25300) | (:0.9237,0.9242)
interval
Mean -4.404250862 -0.923983764
Standard

Deviation 2.831670337 0.004253021
Skewness -1.020575945 0.150220506

X. EXPERIMENTAL RESULTS

MEMS sensors were utilised to apply ICMetric
numbers utilized for providing intelligent
wheelchair identification. For the generation of
ICMetric number, the bias readings are achieved
by each three magnetometers, gyroscope and
accelerometer sensors and 1000 readings were
detailed for three separate axes. Through the
training and testing support vector machine with
(Misuse Detection), we applied the same dataset
in both phases to evaluate the proposed system
performance. In the testing phase, the extracted
data is exploited for testing the facility of the
ICMetric security system in alarms detection.
The four types of alarms True Positive (TP),
False Positive (FP), True Negative (TN) and
False Negative (FN) also the accuracy of alarms
detection is specified to evaluate the
performance of the proposed ICMetric security
system. The system accuracy result should be
calculated as follows [32]:

Nu 7% ber of instances classified correctly

accuracy = -
Y Total number of the instances

The measures will be applied as given below
[33-38]:

TN = attack behavior classified as attack
FP = normal behavior classified as attack
FN = attack behavior cla *sified as *"ormal

then
TP

TPrate = TP+FN ®)
TNeate = 7err O
FNrare = F;JlrvTP ()
FPrate = yry (8)

The results of alarms rate are applied in table 10,
when the system utilized ICMetric and another
case for the system without ICMetric.

Table 10. Recognition rate

System without System with ICMetric
ICMetric
Alarm Type Accuracy Alarm Type Accuracy
TP 99.57% P 99.57 %
™ 99.84% N 100 %
FP 0.16 FP 0%
FN 0.43% FN 0.43 %

Table 11 offers the detection rate of the
ICMetric security system and for the system
without ICMetric.

Table 11. Detection rate.

Detection rate
Performance

Metrics

Normal | Abnormal | Average

System without

57% .53% .05%
ICMetric 99.57% 86.53% 93.05%

System with

% 100% 5%
ICMetric 99% 00% 99.5%

The accuracy rate and rate of error are
determined in order to evaluate the ICMetric
system performance and the system performance
without ICMetric.
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Table 12. Performance metrics feature extraction

Performance Accuracy rate Error rate
Metrics
System without 99.75% 0.25%
ICMetric
System with 99.85% 0.15%
ICMetric

Xl. DiscussioN

Our proposed system using the ICMetric
technology to prevent theft of the key by
consuming the sensor features. The ICMetric is
a key theft prevention technology and also
supplies device identification. The main
motivation of the proposed system is to apply
identification of the device. This system is
implemented by three phases: reading extraction
and pre-processing phase, the training phase,
and the testing phase. Sensors readings are
exploited for determining the bias that utilized to
provide the ICMetric number for generating a
device identification.

The proposed system increases security and
authentication. Comparing our results with the
earlier works of the authors [32], the here
ICMetric system apply a better accuracy with
low false alarms rate.

XII. CONCLUSION

Nowadays, the use of embedded devices is
required in many fields. The embedded devices
are getting increasingly connected and are more
and more required in network communications.
Applications that belong to the network /
Internet can now be implemented on embedded
devices this requires protection of data from
attacks or unwanted access so it is necessary to
provide safety requirements for these devices.
Interest in the security of embedded devices is
becoming increasingly necessary every day.

In this research, we offer the usage of the
ICMetric in the embedded devices. The
ICMetric uses features of the device to provide
an identification of device. This paper searches a
device ICMetric generation by exploiting the
MEMS  magnetometer,  gyroscope  and
accelerometer located in several embedded
devices. We consume the established
magnetometer, gyroscope and accelerometer in
myAHRS plus sensor to create a device
ICMetric. To extract the magnetometer,
gyroscope and accelerometer bias, an intelligent
wheelchair application is essential which is

prepared with the sensors. In our experience, we
achieve three readings axes by every sensor.

Reading generated from the sensors are
analyzed statistically to generate triple ICMetric
numbers utilized for device identification. A
statistical analysis of readings for the sensor
shows practical to employ the MEMS
magnetometer, gyroscope and accelerometer for
a device identification generation. System
security can be improved by combining other
features of device. Accuracy rate of the
proposed system equal to 99.85 where the error
rate is 0.15% this make the ICMetric security
system is helpful and efficient for detection of
alarms with a high rate of accuracy and a low
rate of false positive alarm.
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